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‘Research Background S}'}i

= Reliability assessment of safety-critical software used in NPP has been one
of the important issues in PRA of digital I&C system.

+ The failure of the safety-critical software failure can induce the common cause fai
lure (CCF) of processor modules in NPP digital 1&C system.

- In order to model the software failure in the PRA of digitalized NPP, the quantifica
tion/verification of a very low software failure probability is crucial.

nnnnnnnnnnn

Digital System Failure Events Reported in LERs
(1990-1993) [AEOD/T94-03]

Software Reliabilit

Safety in Nuclear K
Protection Systems
Category Number of Event

Software error 30 i
LA 25 Important to S
Nuclear Powe
EM interference 15
Component random failure 9 Lawrence Livermore Nationa
Total 79

Standards on the Safety issues related to
Software used in Digitalized Nuclear Power Plant
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ﬂevious Research on QSRMs

£

Reliability

= Due to limitations of available QSRMs in nuclear field, existing approaches
are inappropriate to quantify/verify very low SFP (~10- failure/demand).

Therefore, a practical SW testing framework is needed in order to effectively ass
ure low NPP safety SW reliability and prove error-freeness of SW functionality.

Representative
existing QSRMs

Description

Limitations

Representative examples of existing quantitative software reliability methods (QSRMs)

Bayesian Belief Network (BBN) | Black-box test-based method
model (Eom, 2013) (Chu, 2016; Li 2016)

Software Reliability Growth

Model (SRGM) (Kim, 2007; 2012)

A
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Using available software testing
results or failure histories, the

software reliability is estimated.

Lack of software failure data
Model estimate is sensitive
to software time-to-failure data

fe T I T W Q== =0 4

- By aggregating disparate inform
ation on the software (failure data
, quality of SDLC), the SFP is esti
mated.

* Uncertainty in SFP estimates
due to parameter uncertainty.

* Model is often requires
software-specific evidence.

- Without knowledge on software
internal structure, random sample
s from SW input space are
selected and tested.

Difficulty in addressing input

coverage

Long test execution time per

test case

Large number of test set
required to demonstrate low SFP
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Research Scope -
Reliabili
Software failure probability of NPP safety SW is defined as:

probability of failure on demand (here, demand = plant condition that requires act
uation of safety systems) - e.g. a failure to generate a Rx trip signal.

=

= The scope of this study is focused on:
1) develop a software testing framework for NPP safety software failures to gener

ate its dedicated safety signal.
2) quantify the SFP based on software test results using simulation-based SW te

st-bed in consideration of the operational profile of SW test cases.

1P
(A[B[C]D]

If trip signal is generated by RPS, Confi ' , .
: guration of 2-out-4 Example of Rx Trip Logic Software
the reactor is safely shutdown. Reactor Protection System in NPP 4/,



Overall Framework

Tl Code Composer
WindowsXP with SP2

Intel Pentium 11l CPU

PC core with HDD, Floppy, RAM, TFT
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Time.

2. Development of SW test cases (input/internal) for RPS safety-critical SW

PLC microprocessor.
architecture

FBD, C code, Assembly
file of BP Trip logic

Input-Profile base”
d test case

Safety PL
C

Emulator

SW Test cas
e Generatio
n

Reliability

Test set focuses on the NPP
safety SW functionality

1

1

I = whether RPS trip logic software
| correctly generates “trip signal”

—

in trip-initiation condition

S/W Reli
ability
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Safety-critical PLC SW Test-bed development

A

N o
Reliability ‘

PLC widely used in NPP control system consists of various modules, such as process

or, communication, and I/O modules.

« Especially, the processor module uses a programmable memory to store progra
m instructions and to implement functions as a binary form.

PLC executes a compiled machine code (from FBD/LD and C code), thus test-bed ca
n be developed by capturing PLC microprocessor architecture, such as:

- CPU reqisters, Memory
* Machine instructions, etc.

‘LWBD oode (.ld)‘ \ Tser C code (co) ‘

¥ '

-id2ce.dll | -ce2ee.dil
: !

ANS-C code {(c) ‘

| LC/FBD converter ‘ ‘ C code converter ‘

'
C compiler - ¢/30.exe ‘

!

‘ Object code {obj) H FED Library (.obj) ‘
I ]
| it (5 5% |
I
‘ Machine code (hex) ‘

20170609%Releasewccodesbp__k_trip_logica lst - Notepad++ hd - a X

36 00000000

(5 E7I(v) YITN) AL FIM EFO) AT YT Y Y 2

(=] g 2x BB 51 ERRRo®| @ ®

{bp__k_tip logica st E3

3

4 .global _bp  k trip_logica

SRR RRRRAARAARAARRARRRRRKRAAAARAA KKK KK KKK RAAARD
26 ;* FUNCTION NAME: bp  k trip logica

27 'S

* Architecture : TMS320C32

9 Calling Convention : Stack Parameter Conventior
30 Function Uses Regs : f0,r0,fl,rl,r2,r3,ar0,arl,
31 st,rs,re, rc

32 Regs Saved : ar4,ar5,are,ar7

33 Stack Frame : Compact (No Frame Pointer)
34 Total Frame Size : 1 call + 0 Parm + 0 Auto +
35 AR R R AR AR KKK R AR AR KKK A AR KKK KA AR KK XA

_bp k_trip_logica:

Software engineering tool of NPP safety PLC and its co
mpile procedure for safety programs

37 00000000 08700000- 1ldp @crz,pp

38 00000001 50280023- ldiu @crz,ar0 i 13731
39 00000002 08700000~ 1ldp @cLi,pp

40 00000003 0£2c0000 push ar4

41 00000004 502c0022- ldiu @cLl,ar4 ;13731
42 00000005 08700000 1ldp @cL3,Dp

43 00000006 0£2d0000 push arb

44 00000007 502a0024- 1ldiu @cr3,ar2 i 13781
45 00000008 0£2e0000 push aré

46 00000009 08700000~ 1dp @cL4,Dp

47 0000000a 0£2f0000 push ar7

48 0000000b 50290025- ldiu @cr4,arl i 1378
49 0000000c 5040c000 1ldiu *ar0,r0 i 13731
50 0000000d 08700000- 1ldp @cL5, Dp

51 0000000e 507a0001 1ldiu 1,re i 13781
nnnnnnnnnnnnnnnnnn RIEER A~re ~wn 1aman

Normal text file length - 540,862 lines: 7842 In:1 Col:1 Sel:0]0 Windows (CRLF) _ UTF-8 INS

Example of compiled BP software from LD/FBD
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Safety-critical PLC SW Test-bed development ;-

= Components of safety PLC SW test-bed [Lee et al., 2018]:
* 1) Architecture module: CPU registers, Memory map (16Mbyte; 0x000000 ~ OxOOFFFFFF)
« 2) Assembler module: Instruction sets of PLC microprocessor (113 instructions)
* 3) Emulation module: Emulation of operation of PLC microprocessor instruction sets

* 4) Interface module: Interface between each module
* Instruction set decoded from Assembler module is transferred to Emulation module to conduct its spec
ific operation.
* Result of instruction set execution by Emulation module is updated to the CPU/memory emulated in Ar
chitecture module.

=

Reliabili

PLC Emulator
Available -
software Software Architecture module
information/ Test Case - CPU register
analysis result «—{  -Memory map
memory state
Assembler module —» after program
Interface | —» execution
module - Decoder for assemblerinstruction
Executable - |[e] - Implementation of machine instruction sets
|
A code (.hex)
User
application Emulation module Verify
]
program (.Id) Program - Emulation of instruction set function program output
\4 constant L, l— - Update CPU/memory
(.hex)

An overview of the simulation-based test-bed for safety-critical PLC software testing”
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Safety-critical PLC SW Test-bed development H‘ :

= Reliabilit

y
= KNICS IDiPS-RPS BP processor module — TI C32 DSP CPU (TMS320C3x)

-, -~

/ \
pSET

PLC Language \

(LD, FBD, SFC)

— 3|
TI Code Composer
WindowsXP with SP2

I RS232C
PC core with HDD, Floppy, RAM, TFT I

| 1 TMS320C3x
pCOS—-Kemel | dOCU ments

‘ TMS320C32 Based H/W

/

Intel Pentium Ill CPU

\ NerU-ia
~ ”’

—
D Test - Microsoft Visul Studio (o8 & [T P- B x
HE DT VAW ROR SND DBUS TN TS T AWAE WNOOW Has bt tn [ Elapsed Tine :  41086.3 sec
| @ -2 8P 9 - - b Locl indows Debugger - () - [Deeg -|| Bt 1
TestEplre <7 x| R e [hone/relab-01/BEE 3Dl /c_test 20170824/Test/ A13/input28. txt
TMS320C3x YR (Gt cpe) [0 s munzz ) # of success  : 18564 | 357 tn file 1.txt / 548
: einctie ] * ¥ of fatled  : 0/ 357 tn file 1.txt | 548
I © 0 1
User’s Guide . s g Unttl Now:
S void asf (e *s, uint. St Tt 1 e pt - ) »
4 Test otal # of Trip Case 6489444
uldyou soton to 7| etk staet, ey 4 . . 1% of Non-Trip Cas
prtndrerntuil IR I Y B vt fotal # of Non-Trip Case : 0
TucPar el = nescade_operand[n]; ; s Elapsed Time :  41272.9 sec
54 3 b L
Sorsta v output_input28.txt (~/HIEHE1%1/c_test 20170824/ Test/Test/CCC13) - gedit
doble dl; v
v
sulteh (1->field._bin)( boBt o)y M
case ot ~ + Jhome/relab-01/H1EI8} 4 A t
db1 = fabs(readnen_fl(n, directaddress(s, c1->field.sre_disp))); break; [‘: N b File : Jhone/relab-01/BURR!jc_test 20170824 /Test/Testarat3/input2s. txt
case Bx2: hX LaSEF 0454705
1+ absestcn_ 1o, indirectadress(o, Lo Field s sod, clofieldsrcr, clofield e g W eme SPVOUTAL  (g00Co810s):  060826c
cse b . 6PV 0UT 7 g T
ol - e PV OUTT  (g00C88108): 00080000 .
B ' Inpu
1= ans_shocibl ) bk b e [6_PVOUr R (gooCos106):  600026ca
Lierature umoer SPRUGSTE ! (61578 (@00C08115):  600026fd
Hasiso1 rmsent Creckeltover Underflon(e, dol, ci-field.dst r); _T5P_T (@00C08116):  6000457¢ 2
b
g A Ce o _PTSP_R (G00c08102):  000020¢7
. Tt FL I, 0); [6_prse T (60008103): 60000060 3
1 o A 00COTFF9)
: e CIE T BT (gt stoooos .
else { set flagln, FLG 2, 0); =8| ProiNicS! A "
s i . [ 67BP_INTEST  (g0COSOfb): 00000006
ks e —— T_SCAN FLAG  (goocorfad): 60000060 s
neostatistics.cpu_tine,_absf 4= ((double)(end - start) / CLOCKS PER_SEC; e dppeanpl 0R_MODE. (08009100 0050081
osatistice sk nm st P
st wd PTRIP R 3 (§00C080c5): 00000020 s
ostatistice.cu_tie._total + ((dossle) end - strc)) / CL08S 5855 ke FTRIP.R.D (@90C080c6): 00000060
ostatstics. st on, toalits i o OUtpUt PTRIP T (000Co88cT): 09090000 1
i PTRIP_T b (@o0cosacs): 68000060 ,
IRIP R 0 H 2
. Tz e WY (e s
*"TEXAS Test.ene’ ( TestioebugVTest.exe'. Symols lowded.  + e i Lo (,:1'0(038‘ 3 aaeeteen 3
) e Tt cikindos\y - Gt Find ar sen the 70 Fie = 2 (@0cosace):
. INSTRUMENTS e st e o ind o cpn tne Pl e TRIPT b (Goocosact): 66000060 .
loop time : 0.006467 .
2E) YUYAE v HUbl8 v A8 v Y

Target microprocessor Developed BP Software Check the final state of
assembly (TMS320C3x) Test-bed (emulate the behavior PLC microprocessor
of the microprocessor given SW program) after SW program execution
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Operational-profile based SW Test Case Generation

= PLC operation is characterized b
. . . Plant Process Pa Operator
y its cyclic operation mode: [ rameter e —
+  CPU checks N
 1/O checks 2L ‘ ;.. Inputs from plant i
operatior Inputs from other &
° Input scan v __V _ digital system [}
- copy physical input values into it A"D'fD“SDN
S memory 10 Memory area Digital
- Logic execution (iW/IX) R :
- executes a program based on a A G [Test
memory map . P (ATIP)
’ OUtPUt scan Computation §§
° & zg
updates OUtpUt | Logical Execu § ]
‘ tion I8
v r
= By deriving the combination of p updateivariableg
ossible SW input/internal space, sendoutput  App.
it is possible to test a software by Output -SW
verifying the output for each test BT
case (sets of input/internal varia y PLC
| DO/SDL/SDN HwW
b es StateS) Trip Module (BP)

Operating Mechanism of a Typical NPP safety PLC
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Operational-profile based SW Test Case Generation

Software test case generation Operational Profile of SW Test Case
(considering SW logic/input/internal variable) + (Plant Behavior + Operator action)
SW logic/SRS/SDS Plant Behavior/Spec docs/eftc.

”mll

T-H analysis  PLC FMEA data

Software test cases Derive the profile of Input/Internal Variable
1D Input, internal variable state of test case*  Description of test case
1 Al 2 MDL ERR =0x1, ... Trip generated due to error signal from analog i
nput module
_6_PV_OUT_AI=0x256, ... Process variable is below its minimum range .
5 _6_PV_OUT_AI=0x454B, 6 TSP R  Operator requested the trip bypass signal, but n 2 oos
=0x457E, 6 OB_REQ MCR DI=0x otis permitted. Trip signal is generated since p oo oo Digitalvalue of pressure deviation (count) =
1,... rocess variable is below the trip set-point ' '
Profile of plant Profile of PLC
(in o] of 705 892,654 toat cases) process variable status variables.

— Based on SW test result, software failure probability is estimated as:

0, : estimated software failure probability,
0;: software failure probability for test case 7,
p;: operational (explicit) profile of each test case 1 0 I1 7



Application: IDIPS-RPS BP Trip logic SW

IDiPS-RPS BP Trip Logic SW - Test Case Generation
- Target Trip logic: PZR PR LO Trip (Manual-Reset Variable Trip-setpoint)
- Target Case: Trip-initiation condition

(test input/internal variables’ states that will generate Rx trip signal)

- Target scenario: Double-ended guillotine break accident (30 inch x 2)

TscaN FLAG @

BP_PAT START @
B NTEST @
PV OUTTMT

T sTART |
et ParA @ |
PV.OULT MAT @
BP VAT START @]
B VAT Para @
8514 @]
atce s1A @ |
parax g |

UF_M
ODE
_6_BP_DyTEST
6.0p_MoDE
_6_B2_1| sTART
BPT [~ —§
STAR
T 6P LOGICRT o
L6PRPRT g
G PISPRT @ |
5. pvoUrT
_6.RSTDELAY CNTR T @
I 6 TRIP_LOGICR.T @—|
STRPRT g
STPRT @
5 v ouT A1

_6 15222152 DIFF @,

scamvE
l

6.RSTSTEP @]
_6RST_TSP MAX @
_6RST TSP NN @

smvs g ]

_6_TSp20TSP DIFF @
_6_RST_DELAY_CNT

_6_PTSP

_cmvs @ | peep

615

6 RSTREQ MCR DI @—| T VS
6_RST_REQ RSR DI @ P

_6_RST_DELAY_CNT

Z6tsp
5_TRIP_LOGIC

Z6pv_our

[s_emrre_Locic

_6.pv_our

6_PTRIP_LOGIC

_6_TRI>_LOGIC

RESE
T FA

LLIN
G

_s.Pv_ouT

INPU [ o

6 PV our

_6_OB_START_STA

T_SE
Lc

bed

_6.PTRIP
6. TR

_6_0B_REQ_MCR_DI
_5_0B_REQ_RSR_DI

_6.0B_PERM
_6_0B_PERM_SP
_6_0B_PERVL_RST_SP

_6_PTSP

AL2 MDL ERR o

_6_ALCH ERR @

A6 6 g
6 RNG MIN g

$Llille

_6_PTRIP LOGIC R T
6 PR R T
TP RT
6 RST_DELAY CNTR.T
6 TRIP LOGIC R,T
6 TRRRT
6T RT

Reliability

ouTP
UT_S
ELC

Overall Variables|
Selected Variable]

An overview of the BP PZR_PR_LO trip logic.)

*SV: State (or internal) variable; IV: Input Variable.

M_m
T_SCAN_FLAG Flag for PLC scan operation (operation/test) BOOL
BP_INTEST BP test status BOOL
_6_PTSP_R PZR_PR_LO pre-trip set-point WORD
_6_TSP_R PZR_PR_LO trip set-point WORD
_6_RST_DELAY_CNT_R PZR_PR_LO reset delay count WORD
Al_2_MDL_ERR Analog Input module error signal BOOL
_6_AI_CH_ERR Analog Input channel error signal BOOL
Al2_CH6_6 Analog Input channel high over range error signal  BOOL
_6_OB_PERM Operator trip bypass permission BOOL
_6_OB_REQ_MCR_DI Operator trip bypass request (from MCR) BOOL
_6_OB_REQ_RSR_DI Operator trip bypass request (from RSR) BOOL
_6_RST_REQ_MCR_DI Trip set-point reset signal (from MCR) BOOL
_6_RST_REQ_RSR_DI Trip set-point reset signal (from RSR) BOOL
BP_PAT_START Periodic automatic test start signal WORD
_6_PV_OUT_AI PZR_PR_LO process parameter (PZR pressure) WORD

Summarized variables for PZR_PR _LO (_6_)
trip logic test case generation.)
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Application: IDiPS-RPS BP Trip logic SW

IDiPS-RPS BP Trip Logic SW - Test Case Generation

Obtained profile of PZR pressure for various LOCA groups
from T-H analysis of target NPP using MARS code..)

Effective di Dnax Frequency
ameter (in.) (count)
1

D O WN -

*  Number of test sets: 705,892,684 cases

* Pressurizer pressure: 17738 ~ 22503 (TSP: 17790, full power 15.5MPa: 22503)

—  Dpax (maximum i-th digital value below trip set-point) at Double-ended guillotine break = 53

—e— Guillotine break —e— 30-inch break
15-inch break ~—e—8-inch break

1.60E+07

—e— 20-inch break

—e— G-inch break

1.55E+07

1.26E+07

1.50E+07

1.45E+07

In case of guillotine break,
diff. P =-3.65 (kg/cm2/sec)
diff. count = 51 (count/100ms)

Trip setpoint

L.22E+07

1.40E+07
1.35E+07
1.30E+07
1.25E+07

1.20E+07
0 2 4 6 8

PZR pressure (Pa)

Trip setpoint

Time (sec)

Dpnax Of the PZR pressure ((6_PV_OUT_Al)
for various LOCA categories

0.50 1.46E-03 7.78E-01
1.625 4 4.02E-04 2.14E-01
3.0 6 1.42E-05 7.54E-03
7.0 33 1.37E-06 7.29E-04
14.0 43 1.71E-07 9.10E-05
31.0 51 2.90E-09 1.54E-05
30.0*2 53

Generated test set files

© 4 [ clestcase 20180208 » test > test > output

- aupuone

Reliability

[ final1 ¢t E3

1 o ] ] o 1 1 1 o 1300000 O o o ] ] 22503 0o 0 25 0 17790 o 0on

2 ] ] ] 0 1 1 o 0 1300000 0 1 ] L] 0 22503 L] 0 25 0 17790 ] ]

3 o 0 o o 1 1 o o 1300000 0 o 0 0 1 22503 0 ] 25 0 177%0 o 0

4 o ] ] '] 1 1 o o 1300000 0 o ] ] 1 22503 ] 0 25 0 17790 ] o

5 '] ] ] 0 1 1 o 0 1300000 0 0 '] L] 0 22503 1 0 25 0 17790 0 ]

€ o 0o ] o 1 1 o o 1300000 0 o 0 o ] 22503 1 ] 25 0 17790 '] o

7 ] ] ] '] 1 1 o o 1300000 0 o 1] L] ] 22503 1 0 25 0 17790 o ]

8 ] ] ] o 1 1 o o 1300000 0 0 ] ] 0 22503 1 o 25 0 17790 o ]

o ] ] o 1 1 o o 1300000 O o o 0 ] 22503 o 1 25 0 17790 o o

1 ] ] L] '] 1 1 o 0 1300000 0 0 ] L] 0 22503 L] 1 25 0 17790 ] ]

11 o 0 o o 1 1 o o 1300000 0 o 0 0 ] 22503 o 1 25 0 177%0 o o

12 o ] 0 o 1 1 o o 1300000 0 o ] ] 0 22503 ] 1 25 0 17790 o o

13 '] L] L] 0 1 1 o 0 1300000 0 0 '] L] 0 22503 L] 1 25 0 17790 ] ']

14 o 0 ] o 1 1 o o 1300000 0 o 0 0 ] 22503 ] 1 25 0 17790 '] o

15 ] ] ] '] 1 1 o o 1300000 0 o ] ] 0 22503 ] 1 25 0 17790 o ]

16 ] ] ] o 1 1 o 0 1300000 0 0 ] ] 0 22503 ] 1 25 0 17790 ] ]
17 o ] ] o 1 1 o o 1300000 O 0 0 0 0 22503 0 0 25 0 17790 1 oV

< >

Normal text file length : 9,200,000 lines : 100,001 Ln:26 Col: 129 Sel:0]0 Unix (LF) UTF-8 INS

Example of generated test set file for
BP PZR PR _LO trip logic

12/,;



Application: IDiPS-RPS BP Trip log

IDIPS-RPS BP Trip Logic SW — Derive Profile of Test C

ic SW

ase

& A

Reliability

+ Target logic: KNICS RPS BP trip logic - pressurizer-pressure-low trip (PZR_PR_LO_Trip)

- Target scenario: NPP full power operation
+ Assumption: No test module(ATIP) heartbeat error

PLC error (Al/DI/ICN/diagnostics error) are considered.

*  Pressurizer pressure: 17738 ~ 22503 (TSP: 17790, full power 15.5MPa: 22503)

generate explicit profile of SW test set

sorted by highest explicit profile probability

Implicit profiles | [Bewaimi] Braima]
. s 1 22503  s13 1.5382378-047  2.519EEEREEEEE 321 T o0 o0 o0 o0 1 1 1 0 13000000 ©0 ©0 0 0 2253 0 0 25 0 17790 0 O~
of SW variables 2 22503 2561  1.538437e-04  2/519702e-03 30392443 2, o o o 1 1 b o 13000000 1 ©0 ©0 ©0 22503 0 0 28 o 1779 © o
3 22503 16897  1.538437e-04  2.519702e-03 30393345 0 0 0 0 1 1 b o0 13000000 0 ©0 ©0 1 22503 0 ©0 25 0 1779 0 ©
4 22503 18945  1.538437e-04  2.519702e-03 30393473 6 0 o o 1 1 o o0 13000006 © © 6 1 22503 0 0 25 0 17750 0 0
S 22503 33281  1.538437e-04  2.519702e-03 30394369 6 0 o o 1 1 o 0 13000006 © © 6 O 22503 1 0 25 0 17750 0 0
[ 6 22503 35329  1.538437e-04  2.519702e-03 30394497 © o o o 6 1 1 o 0 13000000 o0 O © G 22503 1 0 25 0 177%0 0 0
ju® 7 22503 49665 1.538437e-04  2.519702e-03 30395393 6 0 o o 1 1 o0 ©0 13000000 0 ©0 ©0 © 2253 1 0 25 O 177% 0 0
22503 51713 | 1.538437e-04  2.519702e-03 30395521 6 0 0 0 1 1 0 0 13000000 0 O O ©O 22503 1 0 25 0 17790 0 0
22503 66049  1.538437e-04  2.519702e-03 30396417 6 0o o o0 1 1 0 ©0 13000000 ©0 O 0 ©0 2253 ©0 1 25 0 1779 0 0
| 10 22503 68097  1.538437e-04  2.519702e-03 30396545 10 0o 0o 0 0 1 1 ©0 ©0 13000000 0 0 © O 22503 ©0 1 25 0 17790 0 O
L ——— 11 22503 82433  1.538437e-04  2.519702e-03 30397441 © 0 0 o 1 1 0 ©0 1300000 0 0 0 ©0 2253 0 1 25 0 177% 0 0
oemmeees 12 22503 84481  1.538437e-04  2.519702e-03 30397569 © o 0o 0 1 1 0 0 13000000 0 O ©0 ©0 2253 0 1 25 0 177% 0 0
£ S— 13 22503 98817  1.538437e-04  2.519702e-03 30398465 13 0 0 0 0 1 1 0 0 13000000 O O ©O O 2253 0 1 25 0 17790 0 0
2 22503 100865 1.538437e-04  2.519702e-03 30398593 © o 0o 0 1 1 0 0 13000000 0 0 0 ©0 2253 0 1 25 0 177% 0 0
22503 115201 1.538437e-04  2.519702e-03 30399489 © o 0o 0 1 1 0 0 13000000 0 0 0 ©0 2253 0 1 25 0 177% 0 0
— 16 22503 117249 1.538437e-04  2.519702e-03 30399617 © o 0o 0 1 1 0 0 13000000 0 0 0 ©0 22503 0 1 25 0 177% 0 0
A tnn 17 22503 131073 | 1.883963e-06  2.519702e-03 30400513 . 17 0 0 0 0 1 1 0 0 13000000 0 0 0 0 22503 0 0 25 0 17790 1 0V
O Mocie nor ancea _soncas S s oo e - = < >
Proflle ()f pjgf? engtiLn:46' Col=45" Sel- (g unix iES =3 NS Normal text file _length - 9,200,000 _lines : 100,001 Ln:26 Col: 129 Sel:0[0 Unix (LF) UTF-8 INS
1o sl oo - 25000 g 1 o [ output 1 6¢ 1 " [Hfinal ¢ B3
procesc Vgﬂa\b’e o 26 22502 100865 7.603920e-08  2.518702e-03 30283905 ~ 22 0 0 0 0 1 1 0 0 13000000 0 0 0 O 2252 0 1 25 0 17750 0 0 aA
1 At 22502 115201 7.603920e-08  2.519702e-03 30284801 0 0o 0o 0 1 1 0 0 13000000 0 0 0 0 2252 0 1 25 0 17790 0 0
22502 117249  7.603920e-08  2.519702e-03 30284929 © 0 o o 1 1 0 0 13000000 0 0 O O 2252 0 1 25 0 177% 0 ©
22503 517 5.678622e-08 2.519702e-03 30392323 6 o0 o o0 1 1 0 0 13000000 ©0 0 O 0 2252 0 1 25 0 177% 0 O
. 22503 521 5.678622e-08 2.519702e-03 30392325 0 0 o o0 1 1 0 O 13000000 0 0 0 0 2252 0 1 25 0 1779 o0 O
Prof’/e Of PLC 22503 2565 5.678622e-08 2.519702e-03 30392451 0 o0 o o0 1 1 1 0 1300000 0 0 0 0 2253 0 0 25 0 1779 o0 ©
22503 2569  5.678622e-08  2.519702e-03 30392453 10 10 0o o 0 1 1 1 O 1300000 0 0 0 0 2253 0 0 25 0 1779 0 0
. 22503 16901 | 5.678622e-08 2.519702e-03 30393347 SEEN° ©° o0 o0 1 1 g 0 13000000 1 0 0 0 2253 0 0 25 0 1779 0 0
status variables 22503 16905 | 5.678622e-08 | 2.519702e-03 (30393315 e 1ee11@@ 100 19 0 0 22803 0 0 25 0 17780 0 0
. 22503 18949  5.678622e-08  2.519702e-03 30393475 2 9 0 0 0 1 1 b 0 13000000 0 1 0 1 2253 0 0 25 0 177% 0 0
22503 18953  5.678622e-08  2.519702e-03 30393477 (igm° ° ©° o 1 1 p 0 13000000 1 0 0 1 22503 0 0 25 0 177% 0 O
22503 33285  5.678622e-08  2.519702e-03 30394371 S ° ° ° ©° 1 1 b 0 13000000 0 1 0 1 2253 o0 0 25 0 177% O 0O
22503 33289  5.678622e-08  2.519702e-03 30394373 S° o o o 1 1 p 0 1300000 1 0 0 1 2253 0 0 25 0 177% 0 0
22503 35333  5.678622e-08  2.518702e-03 30394499 2970 o0 0 0 1 1 p 0 1300000 0 0 1 0 2253 1 0 25 0 177% 0 0
tputt 22503 35337  5.678622e-08  2.518702e-03 30394501 e Z g g g L g g ;;ggggg g g ; i g igzg; t g 2: g ;:Zg g g
z gy iiter GecTeczzeos e 20395395 1 0 0 0 0 1 1 0 0 13000000 0 1 0 0 2253 1 0 25 0 177%0 0 0V
= 2203 49673 5.6786222-0 2.519702e-03 30395397 . z By
z lengt Lif/11col:33 sel:0j0 a  Unix(tF) UTF-3 INS [Normal text file __length 9,200,000 _lines - 100,001 Ln: 157 Col:93 Sel:0|0 Unix (LF) UTF-8 INS
VA
v
%utnuﬂ.bﬂ m] . [H final16¢ E3 ‘
22267 131089 1.340894e-16 | 2.519702e-03 3334153 ~ © o o0 1 1 ©0 0 13000000 ©0 0 1 0 22267 0 0 25 0 17790 1 =
= 22267 133137 1.340894e-16 | 2.519702e-03 3334409 © o o 1 1 ©0 0 13000000 0 0 1 0 22267 0 0 25 0 17790 1
= 22267 147473 1.340894e-16  2.519702e-03 3336201 © o o 1 1 ©0 0 13000000 0 0 1 0 22267 0 0 25 0 17790 1
e e beckon P B 01 - o oo 22267 149521 1.340894e-16 | 2.519702e-03 3336457 © o o 1 1 ©0 0 13000000 0 0 1 0 22267 0 0 25 0 17790 1
22267 163857 1.340894e-16 2.519702e-03 3338249 o 0 o0 1 1 0 0 13000000 0 o 1 0 22267 0 0 25 0 177%0 1
o oot ixt 22267 165905 1.340894e-16 | 2.519702e-03 3338505 © 0o o 1 1 ©0 0 13000000 O O 1 0 22267 0 0 25 0 17790 1
[ testease profile 22267 130241 1.340894e-16  2.519702e-03 3340297 © 0o o 1 1 ©0 0 13000000 ©0 O 1 ©0 22267 0 0 25 0 17790 1
) testcase_profile 22267 182289 1.340894e-16 2.519702e-03 3340553 0 o o0 1 1 0 0 13000000 0 0 1 0 22267 0 0 25 0 17790 1
et 22267 196625 1.340894e-16 | 2.519702e-03 3342345 0 0 0 1 1 0 0 13000000 0 O 1 0 22267 0 0 25 0 1779 1
22267 198673 1.340894e-16 2.519702e-03 3342601 ¢ o o0 1 1 0 0 13000000 0 0 1 0 22267 0 0 25 0 17790 1
22267 213009 1.340894e-16 2.519702e-03 3344393 0 0o o 1 1 0 0 13000000 0 0 1 0 22267 0 0 25 0 17790 1
22267 215057 1.340894e-16 2.519702e-03 3344649 ¢ o ©o 1 1 0 0 13000000 0 0 1 0 22267 0 0 25 0 17790 1
22267 229393 1.340894e-16  2.519702e-03 3346441 I © 0 o0 1 1 0 0 1300000 0 0 1 0 226 0 0 25 0 177%0 1
22267 231441 1.340894e-16 2.519702e-03 3346697 ""_/ ¢ o ©o 1 1 0 0 13000000 0 0 1 0 22267 0 0 25 0 17790 1
22267 245777 1.340894e-16  2.519702e-03 3348488 — | | © 0 0 1 1 0 0 1300000 0 0 1 0 2267 0 0 25 0 17790 1
22267 247825 1.340894e-16  2.519702e-03 3348745 — ] | sl o
v < >
lengtln: 11 Col:33 Sel:0]0 Unix (LF) UTF-8 INS ormal text file length : 9,200,000 lines : 100,001 Ln: 157 Col:93 Sel: 0|0 Unix (LF) UTF-8 INS
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Application: IDIPS-RPS BP Trip logic SW &}

= |DiPS-RPS BP Trip Logic SW — Number of SW test set to assure low SW PFD:

«  Software failure probability after the success of the first test:
+ Based on the derived explicit profile for the SW test set, the number of test sets to assure low S
W PFD can be derived quantitatively.
«  Alow software failure probability can be verified with minimum effort by running the SW test set
having highest probability to lowest probability.
From Highest Probability From Highest Probability
D folder;’ testcase | v [Prob. | v [Fraction -+ |SW failure prob. D folder | ~ | testcase | v [Prob. | v |Fraction | -} |SW failure prob. From Highest Probability

1 16 22503 513|  154E-04|  6.05E-02) 9.39E-01 37 16 22503| 20993|  5.40E-07| 2.3e-04) 1.856-02 D folder |~ testcase |~ |Prob. ~ [Fraction [-+[sw failure prob.
2 ﬂ 22503 2561]  154E-04] 6.05E-02 8.79E-01 38 16 22503| 23041]  5.406-07] 2.136-04) 1.83E-02 75402 16 22334] 68097 6.166-11|  2.426-08 1.00E-02
3 16 22503| 16897]  154E-04] 6.05E-02 818E-01 39 16 22503| 25089]  5.40E-07] 2.136-04) 1.81E-02 75203 I 22334 82233 o.16e11]  2.42808 100502l
4| 16 22503| 18945] 154604 6.05E-02 7.58E-01 40 16 22503] 27137]  540£07] 213604 1.796-02
5 16 22503 33281 1586-04] 605602 6976-01 a1 1 22503 37377]  s40£-07] 213602 1776-02 75404 16 22334| 84481) 6.16E-11] 2426-08 1.00€-04
3 16 22503| 35329  1.54E-04] 6.05E-02 6.37E-01 42 16 22503 39425  5.406-07] 2.13E-04 1.74E-02) 75405 16 22334] 58817 6.16E-11|  2.42E-08 1.00E-04
7 16 22503| 49665|  154E-04| 6.05E-02 5.76E-01 43 16] 22503| 41473|  s5.406-07] 213804 1.726-02) 75406/ 16 22334/100865|  6.16E-11|  2.42€-08 ssseos|| SW PFD ~ 104
8 16 22503| 51713 154E-04|  6.056-02) 5.16E-01 44 16 22503] 43521 5.40E-07| 2.13E-04 170E-02 75407 16| 22334/ 115201 6.16E-11|  2.42E-08| 9.99E-05.
9 16 22503| 66043]  1.54E-04]  6.056-02] 4.556-01 45 16 22503] 53761]  5.40E-07] 2136-04) 168E-02 5408 5 22334 117229 o661 zaze0s 5.995-05
10 16 22503| 68097]  1.54E-04]  6.056-02] 3.95E-01 46 16 22503| 55808]  5.40£-07]  2136-04) 166E-02 — » — . —— ———
1 16 22503| 82233]  1546-04] 6.05E-02] 3.34E-01 47, 16 22503| 57857]  5.40£-07] 2.136-04) 162E-02 . —
12 16 22503| 82281 15604  6.05E-02 2.74E-01 28 16 22503] 59905|  5.40£-07] 2.136-04) 1626-02 From Highest Probability
13 16, 22503| 98817 1.54E-04|  6.05E-02 2.13€-01 43 16| 22503| 70145 5.40E-07| 2.13E-04 1.59E-02 D folder |~ testcase | v |Prob. v |Fraction |-!|SW failure prob.
14| 16 22503[ 100865]  1.54E-04]  6.05E-02] 1526-01 50 16 22503] 72193]  5.40£-07] 2.136-04) 1576-02 246551, 10 20474 25089 2166-13|  8.52E-11 1.00E-05
15 16 22503[115201]  1.54€-04]  6.05E-02] 9.20E-02) 51 16 22503| 72241  5.40£-07] 2.136-04) 1556-02
16 16 22503[117243]  154E-04]  6.05E-02 3.126-02 52 16 22503| 76283  5.40E-07]  2.136-04) 1536-02 246552 10 20474| 27137 216E-13| 8.52€-11 1.00€-05
17 Ei 22503[ 131073  1.88-08]  7.41E-04 3.07E-02 53 16| 22503| 86529  5.40E-07| 2.13E-04 1.51€-02) 246553 10 20474 37377 2.16E-13|  8.52€-11 1.00€-05
18| 16 22503[133121]  188E-06]  7.41E-04) 2.99E-02 54 16 22503| 88577]  5.40£-07]  2.13E-04) 1496-02 SW PFD ~ 105 [ 246554 10 20474| 39425 2.166-13|  8.526-11 9.99E-06
19 16 22503[ 147457 188E-06| 7.416-04 2.926-02) 55 16 22503| 90625|  5.40E-07]  2.13E-04) 1476-02 (246555 0 20474 41473 2.166-13]  8.506-11) 9.99E-06
20 16 22503[ 149505 188E-06| 7.416-04 2.856-02) 56 16 22503| 92673]  5.40E-07]  2.13k-04) 1256-02
21 16 22503[163841]  1.88-06]  7.416-04] 2.776-02) 57 16) 22503[102913]  5.406-07]  2.136-04) 122602 246556 10 20474) 43521 216E-13| 8.52€-11 9.99E-06
22 16, 22503 165889 188E-06)  7.41E-04) 2.70E-02| 58 16 22503 104961 5.40E-07)  2.13E-04] 1.40E-02 246557 10 20474 53761 2.16E-13 8.52E-11 9.99E-06
23 16 22503[180225]  188E-06| 7.416-04 2.626-02] 59 16 22503[107008]  5.406-07]  2.13€-04) 138602
2| 16 22503[ 182273 188E-06| 7.416-04 2.55€-02] 60 16 22503[ 109057 5.406-07]  2.136-04) 1366-02 From Highest Probability
25 16 22503[ 196609]  188E-06]  7.416-04] 2.48E-02 61 16| 22503[119297]  5.406-07]  2.136-04) 1.34E-02 - -
26| 16 22503[ 198657]  188E-08]  7.416-04] 2.40E-02 62| 16| 22503[121345]  5.406-07]  2.136-04) 1.326-02 ID goldenl testoa-c ~ [ BiDb: =|Eadionll -} |sWiali=prol:
27 16 22503[ 212993 188£-06| 7.41E-04 2.336-02 63 16) 22503[123393]  5.406-07]  2.136-04) 1.306-02 | 7063456 2 18115 34305 9.60E-15| 3.78E-12 1.00E-06
2] 16 22503[215041]  188E-08]  7.41E-04] 2.25E-02 64 16 22503[ 125241 5.406-07]  2.136-04) 128602 706347 2 18115 35331 9.60E-15|  3.78E-12 1.00E-06
29 16 22503[220377]  188E-08]  7.41E-04] 2.18-02 65 1 17790 1| 3966-07] 156E-04 1.26E-02 706348 2 18115 36353 9.60E-15|  3.786-12 1.00E-06
30 1:51 22503[231425]  188F-06]  7.41E-04) 2.10E-02 66/ 1 17790 2049]  3.96E-07]  1.56E-04) 1.24E-02 @ 2 18115 49667 9.60E-15|  3.78E.12 9507, SW PFD ~ 10-6
31 16 22503[ 245761]  188E-06]  7.41E-04) 2.03€-02 67) 1 17790] 16385]  3.96€-07]  1.56E-04) 1.23-02
32 16 22503[ 247803]  1.88-06]  7.41E-04] 1.96E-02 68| 1 17790] 18433]  3.96E-07]  1.56E-04) 1.21E-02 | 706350 2 18115 50689 9.60E-15|  3.78E-12 9.998-:07
33 16 22503 4603|  5.40£-07]  2.13k-04) 1.94E-02 69) 1 17790] 32769]  3.96E-07]  1.56E-04) 1.20E-02 706351 2 18115 51715 9.60E-15|  3.78E-12 9.99€-07
34 16 22503 6657]  5.40£-07]  2.136-04) 191E-02 70 1 17720 34817]  396E07] 156604 1.186-02 706352, 2 18115 52737 9.60E-15|  3.78E-12 9.99E-07
35 16 22503 8705|  5.40£-07] 2.13k-04) 1.89E-02 71 1 17720 49153 396E-07| 156604 1176-02 706353 2 18115 66051 9.60E-15|  3.786-12 9.99E-07
36) 16 22503| 10753]  5.40£-07]  2.136-04) 1.87E-02 72| 1 17790] 51201]  3.96€-07]  1.56E-04] 1.156-02
37 16 22503| 20993]  5.40£-07]  2.136-04) 1.856-02 73 1 17720| 65537|  3.96E-07] 156604 1.146-02
38| 16 22503| 23041]  5.406-07] 2.13¢-04) 183602 74 1 17720| 67585]  3.96E-07] 156604 1.126-02

Summarized explicit profile of SW test set for PZR_PR_LO trip logic Number of SW test set for some SW failure probability

(sorted by highest prob. to lowest prob.) (SIL-4 level: 104 ~ 109)
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‘Application - KNICS-RPS BP Trip Logic SW

r

i
-

= |DiPS-RPS BP Trip Logic SW - Test Result

- In previous section, we derived the number of test set to achieve 10-4-10-6 SW pfd.

Number of test set to achieve SW pfd ~ 104
Number of test set to achieve SW pfd ~ 105
Number of test set to achieve SW pfd ~ 106

75,406 test sets
246,554 test sets
706,349 test sets

Reliability

« By testing the test sets having high profile and confirming whether it generates correct SW out
put, we can assure low SW PFD with minimum effort compared to previous studies:

1) Functionality of the NPP safety SW can be proven without uncertainties compared to conventional bla
ck-box which uses test cases randomly sampled from operational profile, and

2) Software testing time per test case can be effectively reduced by using simulation-based test-bed.

HEFT_MCStt 4,|HFT_&;3’WD\&»BEM _1\ Houtput 16 JIHsumm i Efinal1ne B3 |

7tE £2 probability R E 2|
1D folder| ~ [ testcase v [Prob. |~ [Fraction| -+ [SW failure prob.
1 16| 22503 513| 0.000153844) 6.05€-02 9.39€-01
2 879601
3 1 818601
4 1 758601
5 16| 697601
5 16| 6376-01
7 1 5.76E-01
8 1 516601
s 16 4.55E-01]
10 16| 395601
11 16 334601
12 1 272601
213601
152601
6.05€-02] 9.20€-02
7.41E-04 3.076-02
7.416-04) 299602
7.416-04] 292602
7.41E-04 2.85€-02
7.416-04) 277602
7.41E-04 2.70€-02
2 7.41€-04] 2.62€-02
2 16] 22503 7.41€-04) 2.55E-02
25| 16[ 22503 196609 1.68396€-06| _7.416-04) 248602
26| 7.41€-04] 2.40E-02
7.41€-04] 2.336-02
7.41€-04] 2.25€-02
2| 7.41E-04] 2.18E-02
so| 6] 22503[ 251625] 188306606  7.416:04 210602
31 16 22503 7.416-04) 2.03-02
32| 16[ 22503 247809 1.68396-06] _7.416-04) 196602
5.403846-07] 213604 19602
5.40344E-07] 2.13E-04] 191E-02
8705| 5.00384E-07] 213604 189E-02
5.40344E-07] 2.13E-04] 187E-02
5.00384£.07] 213604 185602
5.40344E-07 2.13E-04] 1.83E-02

Explicit profile of SW test set

(sorted by highest prob. to lowest prob.)

0 0 0 2253 0 0 25 0 17790

icc 3| HepD

TICE 13 oot feaioa @] |

[Ber_tos

D

e e |

Eer_Losice | Hee o
705 T

PLC Emulator

nisisce

Program
(hex)

e

)
P2 L 0o o o 22503 0o 0o 25 0
5 ) 0 0 1 2253 0 0 25 0
4 3 0 0 1 2253 0 0 25 0
$ 3 0 0 0 2253 1 0 25 0 ———
€ 3 0 0o 0 2253 1 0 25 0 (Jotws 4{ Sotware
7 ) 0 0 0 2253 1 0 25 0 anaiyis esut
> 0 0 0 22503 1 0 25 0
> 0 0 0 2253 0 1 25 0
10 ) 0 0 0 2253 0 1 25 0
11 ) 0 0 0 2253 0 1 25 0
12 ) 0 0 0 22503 0 1 25 0 appicaion
13 ) 0 0 0 22503 0 1 25 0 progrm (49
14 ) 0 0 0 22503 0 1 25 0
15 ) 0 0 0 2253 0 1 25 0
> 0 0 0 2253 0 1 25 0
7 3 0 0 0 2253 0 0 25 0
18 ) 0 0 0 2253 0 0 25 0
12 ) 0 0 0 2253 0 0 25 0
20 3 0 0 0 22503 0 0 25 0
21 ) 0 0 0 2253 0O 0 25 O
22 ) 0 0 0 2253 0 0 25 0O
23 ) 0 0 0 2253 0 0 25 0
4 3 0 0 0 2253 0 0 25 0
25 ) 0 0 0 2253 0 0 25 0
26 ) 0 0 0 2253 0 0 25 0
27 3 0 0 0 2253 0 0 25 0
26 ) 0 0 0 22503 0 0 25 0
29 ) 0 0 0 2253 0 0 25 0O
) 0 0 0 2253 0 0 25 0
1) 0 0 0 2253 0 0 25 0
> 0 0 0 22503 0 0 25 0
> 1 0 0 2253 0 0 25 0
J 1 0 0 2253 0 0 25 0
3 0 1 0 2253 0 0 25 0O
3 0 1 0 2253 0 0 25 O o o
3 0 0 1 2253 0 0 25 0O ]
3 0 0 1 2253 0 0 25 0 ]
> 0 0 1 2253 0 0 25 0 o o v
< >
Ln:111 Col:142 Sel:0|0 Unix (LF) UTF-8 INS

Format of SW test set
(input to emulator)

Run SW test set

”
e (099c05276)
(@

£ 'Corzect Outpu
4 of rezeng

s:31:00 2018

se ¢ 708349 / 70340

Cucpust Case : 0 / 706349

fomal text fle

length - 10,672,690 _lines :30476 1n-1_Col-1_5el:010

Output of emulator for given SW test set

(706,349 test sets; all correct output)
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Conclusion & Future Works S o

= |n this study, a software test framework for a QSRM of NPP SW utilizing simulation-b
ased software test-bed with operational-profile-based test cases was proposed.

= The test results for application software of NPP safety-critical system combined with t
he SW/HW integration test result can be used for software reliability quantification.

=

[ é\p;\;/)lication
( | -

App. SW testing - :
focus of this study) Compiler & Linker

0S
SW

[ SW/HW integration test ]

I PLC

=2
< Executable Program >
-

BSP

&

HW
Prove SW integrity
HW1 HW2 HW3
Quantify SW reliability ) 3 )
Backplane bus

Hierarchy structure of SW/HW components of typical PLC used in NPP) 1 6/
17
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