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Abstract: Probabilistic Risk Assessment (PRA) and Human Reliability Analysis (HRA) are important
technical contributions to the United States (U.S.) Nuclear Regulatory Commission’s (NRC) risk-
informed and performance based approach to regulating U.S. commercial nuclear activities.
Furthermore, all currently operating commercial nuclear power plants (NPPs) in the U.S. are required
by federal regulation to be staffed with crews of operators. Yet, aspects of team performance are
underspecified in most HRA methods that are widely used in the nuclear industry. Furthermore, there
are a variety of "emergent" team cognition and teamwork errors (e.g., communication errors) that are
1) distinct from individual human errors, and 2) important to understand from a PRA perspective. The
lack of robust models or quantification of team performance is an issue that affects the accuracy and
validity of HRA methods and models, leading to significant uncertainty in estimating human error
probabilities (HEPs). This paper describes research designed to model and quantify team dynamics
and teamwork within NPP control room crews for risk informed applications, thereby improving the
technical basis of HRA, which improves the risk-informed approach the NRC uses to regulate the U.S.
commercial nuclear industry.
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1. INTRODUCTION

All currently operating commercial NPPs in the U.S. are required by the Code of Federal Regulations
[10 CFR 50.54(m)] to be staffed with crews of operators. There are also a variety of "emergent" team
cognition and teamwork errors (e.g., communication errors) that are 1) distinct from individual human
errors, and 2) important to understand from a PRA perspective. That is, failures at the team level, such
as Groupthink [1] and other failures in team cognition, are an emergent phenomenon (i.e., these errors
cannot be made by an individual working alone; they can only occur when teams are working
together), and can be significant contributors to plant risk. Team errors have been documented as
contributing factors for a number of major industrial accidents. Both the Three Mile Island and
Chernobyl NPP accidents had team errors (e.g., lack of team situation awareness, groupthink during
problem solving and decision-making, and failure to do independent verifications) as causal factors.
Similarly, Gladwell [2] attributes the crash of Korean Air flight 801 to the first officer and navigator
being unwilling to challenge an error the captain made (i.e., the 'power distance' gap between the
leader and subordinates was too large, leading to a break down in communication). Had these teams
recognized how dysfunctional team dynamics can impact individual, team, and overall system
performance, and implemented an approach to mitigate their effects, the severity of these accidents
would have likely been attenuated, and could have possibly been avoided altogether.

Issues with teamwork, and especially accidents caused by failures in teamwork, have prompted a
considerable amount of human factors research. One of the earliest efforts was Crew Resource
Management [3], though a number of other researchers have since made significant contributions to
the field [4, 5]. A number of additional researchers have also studied nuclear power plant operating
crews and the challenges they encounter [6, 7, 8, 9, 10, 11], but none of this research has been done
within the specific context of informing HRA and PRA. Some HRA methods do consider team
cognition and teamwork [12, 13], but are not widely used, in part due to the fact that they are relatively
new and complex methods. Most current HRA models focus on performance shaping factors (PSFs)
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that affect the individual’s cognition (e.g., how stress, procedures, and fitness for duty affect diagnosis
and action, or alternatively, detection, sensemaking, decision-making, and action). Little effort has
focused on team cognition and teamwork (i.e., the thinking and actions of the team), or the PSFs that
affect team cognition and teamwork (i.e., quality of leadership, leadership style, awareness of what
others on the team are thinking and doing, social pressure to conform, etc.). Given that crews operate
commercial NPPs, HRAs examining individual cognition and errors may be, depending on what needs
to be modeled and understood, at the wrong ‘level of analysis’.

This ‘level of analysis’ issue can be further exacerbated by the fact that PRA models typically count
the success or failure of the human at the team level. If one member of the crew fails at a task, but
another member of the crew is able to recover, PRA counts this recovery as a successful human action.
Thus, in the context of PRA for commercial NPPs, it may be more appropriate for HRA to model
errors committed by humans at the team level. Furthermore, given that both 1) the maturity of conduct
of operations in NPPs and 2) training guidelines provided by industry entities, such as the Institute for
Nuclear Power Operations (INPO), have provided guidance on how operating crews should work
together, there is team performance information available that could be included in HRA. Given the
two issues, it is somewhat puzzling that HRA has focused on mitigating individual errors and failures,
and seemingly ignored team level issues.

This discrepancy in the ‘level of analysis’ with respect to how HRA and PRA model human errors is
illustrated in Figure 1. The fault tree on the left is a generic model of how human errors are modelled
with the SPAR-H method [14]. The fault tree on the right is also based on SPAR-H, but models
individual and team performance. This model of individual and team performance is at the same level
of analysis that PRA models typically use to model human and/or team success or failure. However,
most of the widely used HRA methods do not explicitly model human error within the context of
working in teams.
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Failure Failure
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Diagnosis Action Recover by
Failure Failure Another
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Failure Failure
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Figure 1. Fault trees showing how the logic changes when modeling individual and team level failures.

Examples of events that involve team performance issues relevant to PRA include:

1. Where an individual error (e.g., slip, lapse, mistake, etc.) manages to propagate through
training and the rigorous crew conduct of operations, and ultimately challenges plant safety,

2. Where different members of the crew have all drawn the same erroneous conclusion from the
available information, and then collectively commit an error that challenges plant safety,

3. Where different members of the crew have drawn different conclusions from the available
information, fail to resolve the discrepancy (leading to outcomes such as incorrect diagnosis),
and then collectively commit an error that challenges plant safety,

4. Where the crew is presented with a rare and complex event (e.g., severe accident) that they are
initially unable to address because the required diagnoses and subsequent actions are beyond
written procedural guidance.
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Clearly, all of these examples are more appropriately modeled with the team failure fault tree than the
individual human failure fault tree in Figure 1. Moreover, the subsequent success or failure of the
crew's diagnoses and actions for these examples, and the safety consequences of their performance,
will depend greatly on their ability to work as a team in order to effectively utilize their combined
operating experience and training, among other things, to overcome the challenges described in these
four examples. Given these issues, it is apparent to us that a technically defensible approach that is
also methodologically straightforward is needed in HRA and PRA to address how emergent team
performance and team errors contribute to risk.

2. RESEARCH ACTIVITIES

Analytical and experimental research is needed to establish the technical basis for modeling and
quantifying team performance for inclusion in HRA and PRA. Ideally, the research activities need to
be well-grounded in basic human psychology, compatible with current and future PRA frameworks,
not be labor-intensive, be resistant to misuse and misapplication, and applicable to all NPP contexts
involving teams (e.g., full-power, shutdown, normal operations, severe accidents, etc.). To achieve
these ideals, two analytical tasks that could be pursued are 1) the feasibility of modeling and
quantifying team performance using standard PRA tools and techniques, and 2) a review of widely
used HRA methods, including [14, 15, 16, 17], to determine the suitability of including an HRA at the
team performance level in these methods. Follow on experimental research tasks that make use of
microworlds, or part-task simulation could then be conducted. These three tasks are described in more
detail below.

For the modeling and quantification task, the feasibility of using standard fault tree and event tree
approaches to model and quantify aspects of team performance, as identified through various sources
of information about the conduct of operations in commercial NPPs, should be explored. For example,
one source of information on nuclear conduct of operations is through the review of various
documents from INPO, such as [18, 19, 20]. The INPO guidance in these documents is well grounded
on NPP operational experience from multiple commercial utilities in the U.S. (i.e., “good practices”),
and is based on research that is informed by basic human psychology. By overlaying and applying the
event and fault tree logic onto the principles for effective team performance formulated by INPO, such
as effective communication, independent verification, and other good practices for the conduct of
nuclear operations, the research results from this task can effectively model team performance issues
that are significant contributors to overall plant risk.

For example, one of INPO’s “good practices” for NPP operators, which is also documented in [21], is
to use three-way communication. According to [19]:

The person originating the communication is the sender and is responsible for
verifying that the receiver understands the message as intended. The receiver makes
sure he or she understands what the sender is saying. First, the sender gets the
attention of the receiver and clearly states the message. Second, the receiver repeats
the message in a paraphrased form, which helps the sender know if the receiver
understands the message. During this exchange, the receiver restates equipment-
related information exactly as spoken by the sender. Third, the sender informs the
receiver whether the message is properly understood, or corrects the receiver and
restates the message. (pg. 17)

This approach to effective communication can be modeled using event and fault trees. Figure 2 shows
the three-way communication approach modeled as an event tree, thereby showing the progression of
various success and accident sequences. Note, however, that these event trees have been augmented to
include more explicitly the team aspects of communication that are implied in three-way
communication.
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Three-way Communication

Info. needs to be  Sender gets Receiver’s  Sender clearly states Receiver repeats back  Sender confirms Receiver’s repeat back Crew Failure
communicated attention message message Scenarios
Yes/Success 1
Yes/Success
No/Failure AND No Recovery by Another Agent 2
Yes/Success
No/Failure AND Yes/Success 3
No Recovery by
Another Agent No/Failure AND No Recovery by Another Agent 4
Yes/Success
Yes/Success 5
Yes/Success
No/Failure AND No/Failure AND No Recovery by Another Agent 6
No Recovery by
Another Agent No/Failure AND Yes/Success 7
No Recovery by
Another Agent No/Failure AND No Recovery by Another Agent 8
Yes/Success 9
Yes/Success
No/Failure AND No Recovery by Another Agent 10
Yes/Success
No/Failure AND Yes/Success 11
No Recovery by
No/Failure AND Another Agent No/Failure AND No Recovery by Another Agent 12
No Recovery by
Another Agent Yes/Success 13
Yes/Success
No/Failure AND No/Failure AND No Recovery by Another Agent 14
No Recovery by
Another Agent No/Failure AND 15
No Recovery by
Another Agent No/Failure AND No Recovery by Another Agent 16

Figure 2. Event tree for three-way communication

Figures 3a-3d shows example fault trees that model some of the credible events and PSFs, which
contribute to three-way communication failures. Note that not all possible events and PSFs are
depicted in these fault tree examples.
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Figure 3a. Fault tree example for sender fails to get receiver’s attention
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Figure 3b. Fault tree example for sender fails to clearly state message
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Figure 3c. Fault tree example for receiver fails repeat back
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Figure 3d. Fault tree example for sender fails repeat back
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Figures 2 and 3 show how it is feasible to model team performance in commercial NPPs in event and
fault trees. Given that this is just one example from one information source (e.g., INPO), additional
research to model other team aspects of commercial nuclear power’s conduct of operations (e.g.,
independent verification and peer checking) that are obtained from relevant sources of information is
needed in order to determine more completely whether team performance can be modeled using
standard HRA and PRA tools. Other team errors (e.g., leadership/supervision errors), as described in
[22], also need to be investigated for their risk significance across all operating modes in NPPs (e.g.,
full-power, shutdown, normal ops, severe accidents, etc.).

In order to assess how receptive existing HRA methods are to the inclusion of modeling and
quantifying team performance, a literature review of those methods must be conducted. For those
methods that can accommodate modeling and quantifying team performance, a technical basis for their
inclusion needs to be established. In the event that no existing widely used HRA methods can
accommodate team performance modeling and quantification, then work to develop a stand-alone
team-level HRA method that will use 'best' practices [23], and tie in the most critical aspects of
individual cognition that have a direct bearing on team cognition and teamwork should be performed.
An example of such a stand-alone augmentation of existing HRA methods was recent work to address
human reliability factors in fires [24]. While it is preferable to work within the framework provided by
existing HRA methods, most HRA methods do not allow extension, and it is sometimes necessary to
cover unique facets of human and team behavior under separate methods and aggregate them at the
PRA level.

The experimental research task could make use of microworlds, or part-task simulation, to conduct
proof-of-principle studies to validate the hypotheses that team performance issues are 1) emergent and
different from individual performance issues, and 2) measurable contributors to risk. The results of
this experimental research would help establish the technical basis that HRA methods can
meaningfully model and quantify risk emanating from team performance issues. Microworlds have
traditionally been used to assess individual operator performance, but research should expand on
current microworld research platforms such as the one developed at the Idaho National Laboratory and
University of Idaho [25] to assess group tasking and team performance. Early phase research could
involve developing a crew framework representative of traditional crews (e.g., Reactor operator,
Balance-of-plant/Turbine operator, Senior Reactor operator, Shift Technical Advisor), while later
research would study crew performance using advanced digital instrumentation and control systems in
traditional and nontraditional crew configurations, such as multi-modular reactor operations being
proposed by small modular reactor (SMR) vendors. Previous research has suggested operators
working on advanced digital workstations may tend to lose sight of the big picture and experience a
breakdown in traditional three-way communication protocols (e.g., the keyhole effect documented in
[26]). Human operators working as a team with automated agents is also a new concept for the
operation of SMRs that will likely have some risk significance [27]. In short, the risk implications of a
breakdown in teamwork in advanced control rooms are an important topic of research.

Additionally, as the NRC uses PRA and HRA to inform their risk-informed approach to regulating
advanced NPPs, this research could leverage research conducted at places such as the Halden Reactor
Project. Halden’s simulator research to develop advanced control room instrumentation and control
systems (e.g., large overview displays), which are designed to address team performance issues (e.g.,
team situation awareness) in a manner applicable to HRA and PRA, among other things, and their
experience and subject matter expertise in running crews of NPP operators in simulators should
provide important insights into team performance challenges in advanced control rooms.

In summary, more HRA related research is needed to address the effect of emergent team performance
issues on overall plant risk. This research needs to focus on the modeling and quantification of team
errors, which result from the interactions of individual crewmember errors, but also explicitly includes
the possible recovery actions by other crewmembers or agents. Furthermore, by using fault and event
trees to model and quantify team performance, and by using microworlds to validate the results, the
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subsequent team HRA method’s products and results should meet the ideals described above,
including compatibility with current and future PRA frameworks, and applicability to all NPP contexts
involving teams (e.g., full-power, shutdown, normal ops, severe accidents, etc.).

3. CONCLUSION

Aspects of team performance are underspecified in most HRA methods that are widely used in the
nuclear industry. The lack of robust models or quantification of team performance is an issue that
affects the accuracy and validity of HRA methods and models, leading to significant uncertainty in
estimating HEPs.

The objective of this research is to model and quantify team dynamics and teamwork (i.e., “team
performance”) within NPP control room crews for risk informed applications. We believe analytical
and experimental research needs to be conducted to establish the technical basis for modeling and
quantifying team performance for inclusion in HRA and PRA. Analytical work could begin with
modeling and quantifying team performance. Experimental research could make use of microworlds,
or part-task simulation, to conduct proof-of-principle studies to validate the hypotheses that team
performance issues are 1) emergent and different from individual performance issues, and 2)
measurable contributors to risk. In short, this research would establish the technical basis that HRA
methods can meaningfully model and quantify risk emerging from team errors such that the epistemic
uncertainty associated with their current under-specification would be minimized. The benefits of this
research will be the improvement of the state-of-the-practice for HRA and PRA, which in turn
supports an effective nuclear regulator that helps assure the safety and reliability of modern nuclear
technologies.
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