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Abstract: A new automation concept based on digital instrumentation and control (I&C) systems will be implemented in the Loviisa NPP plant in Finland within a modernization project. The new automation concept was developed by Fortum under consideration of the Defense-in-Depth and Diversity (3D) strategy. Different methodologies are used in several tasks of the design verification such as safety evaluation of the I&C functions, failure mode and effect analysis (FMEA) for identifying the relevant failure modes of the I&C hardware. The results of the analysis present generic and design specific issues. The generic issues primarily concern methodological aspects and design specific issues concern identifying failure modes of the I&C equipment, evaluation of the failures effects and the propagation paths, identification of candidates for common cause failure analysis (CCF), and identification of appropriate countermeasures to prevent or mitigate hazardous failure effects.

This paper presents some selected insights from the evaluation of the safety significant aspects of the reliability of the new digital I&C systems and discusses the results of V&V tasks from a methodological point of view. The identified issues should also support consideration of safety relevant aspects of digital safety important I&C systems in the probabilistic reliability analysis (PRA) of modernized nuclear power plants.
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1.  INTRODUCTION

The Loviisa nuclear power plant (NPP) in Finland consists of two units with VVER-440 type pressurized water reactors. The first unit started operating in 1977, and the second in 1980. A new automation concept based on digital instrumentation and control (I&C) systems will be implemented in the Loviisa NPP within a modernization project. The Loviisa NPP was built to meet the most developed Western safety standards. Safety and operability is continuously improved by major modification projects. Most of the present I&C systems and as well as human-machine interfaces (HMI) of the main control room will be replaced. The new automation concept was developed by Fortum under consideration of the Defense-in-Depth and Diversity (3D) strategy control of transients and accidents. A first rough estimation of the reliability of the new automation concept was made at the early stage of the unfinished I&C systems design. Therefore some relevant aspects of the new digital I&C systems were not analyzed in depth, e.g., dependencies between digital I&C systems of different safety categories, potential common cause failures (CCF) of hardware and software. In the next stage of the design development a large amount of work was performed to analyze and systematically identify potential shortcomings in the new architecture of I&C systems and in the specification of I&C equipment. GRS experts have provided technical support to Fortum within the framework of verification of the design of selected I&C systems.

Different approaches and methodologies have been used in several tasks of the verification process taking into account the specific objectives of each task of the design verification such as top-down evaluation of the I&C functions, bottom-up approaches for identifying the relevant failure modes of the I&C hardware. The results of the analysis present different types of issues: generic and design specific ones. The generic type of issues primarily concern methodological aspects, e.g., appropriate grade of decomposition (functional breakdown) of the I&C systems in to functional units (e.g. modules or basic components of the hardware, modules or elementary functions of the software) for performing an FMEA of an adequate level of abstraction [1, 2], consideration of self-monitored and self-revealed failures (failure modes), comprehensibility of the analysis, plausibility of assumptions. The design specific type of issues concern identifying probable failure modes of the I&C equipment, evaluation of the failures effects, identification of candidates for CCF analysis, recognition of appropriate countermeasures to prevent or mitigate failure effects.

2.  DEFENSE-IN-DEPTH CONCEPT OF THE NEW LOVIISA I&C SYSTEMS
In the Loviisa Automation Renewal project (LARA) I&C systems and control room human-machine interfaces (HMI) of the plant units will be replaced gradually. All I&C systems including safety related protection systems will be implemented with digital platforms. This requires improvements of accident management principles and modifications of the plant´s defense-in-depth concept. The defense-in-depth principles of the LARA concept will be implemented by defining task categories and equipment belonging to those categories, which shall perform required safety functions. In this way the acceptance criteria given in Finnish safety requirements (YVL Guides) shall be met.

The conceptual design plan of the LARA project prescribes the design basis for different systems and procedures used in specific task categories (see Figure 1). Task categories are defined for the accident management (e.g. measures for control, prevention, mitigation) in different events of the plant. Each task category used for accident management consists of a functional entity formed by automation and process systems and the control room operations. Control room operations refer to emergency and abnormal operating procedures, control room ergonomics and shift operations (such as the accident management organization) utilized in accident situations. Automation systems include different levels, such as measurements, platforms and individual actuator controls. Process systems can be divided into main and auxiliary systems.
Figure 1: General description of a task category
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The event categories defined for the plant include the following:

Design basis categories (DBC)

· Normal operation (DBC 1)

· Anticipated operational occurrences (DBC 2)

· Postulated (design basis) accidents Class 1 (DBC 3) and Class 2 (DBC 4)

Design extension conditions (DEC)

· Class A (DEC A)

· Class B (DEC B)

In control of transients and accidents the defense-in depth principle is applied both in short and long term accident management (see Figures 2 and 3). ´Controlled state´ refers to a state in which the plant is brought and safety functions performed by automatic actuations or by short-term manual operator actions. In the controlled state the reactor is shut-down and kept subcritical and its residual heat is removed or its heat is removed in the beginning of the safety demand caused by the event. ‘Safe state’ refers to a state in which the plant can remain for the duration of the required corrective measures, wherein the additional risks caused by the state are minimized and from which it is possible to return to normal operation – or from which the plant is brought to the final safe state. In the safe state the reactor is kept subcritical and its residual heat is removed with a good margin as long as the safety demand caused by the event exists. ‘Final safe state’ refers to a state in which the plant can be kept in the long term. In the final safe state the reactor is kept subcritical and its residual heat is removed with a good margin after the safety demand caused by the event no longer exists. In the course of the event while reaching the final safe state the safe state is kept and possible radioactive releases are controlled and the safety of the public is ensured. The reactor can be depressurized and the reactor core can be removed.

Figure 2: Defense-in-depth principle in short-term accident management
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Figure 3: Defense-in-depth principle in long-term accident management
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Safety classification of the equipment of the I&C systems is defined through the task categories (see Figures 4 and 5). Redundancy principle is generally applied to all safety classified task categories designed for accident management in different event categories to meet the reliability targets given for the safety classified systems. Diversity principle is applied to task categories performing actual safety functions in short- and long-term accident management to meet the risk targets given for the plant. Separation principle is applied to task categories performing preventive or actual safety functions in short- and long-term accident management categories to meet the reliability targets given for the safety classified systems.

Figure 4: Short term task categories of I&C systems
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Figure 5: Long-term task categories of I&C systems
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For system design of the safety important I&C systems of the task category RPS the following principles will be considered:

· Single failure tolerance,

· Robustness against common cause failures,

· Fail-safe behavior for activation of the reactor trip.
The further I&C systems of other task categories will be implemented by using graded requirements of the defense-in-depth concept regarding application of redundancy, separation and diversity principles (see Figures 4 and 5). The figure 6 presents an overview of design basis of the new I&C system in which the different design principles and I&C equipment (e.g. I&C platforms) is assigned to the different task categories in short term and long term.

Figure 6: Design basis for assignment of the I&C equipment to the task categories
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The design of I&C systems of the LARA project provides usage of different types of measurement devices and of actuator control modules for different task categories:

· safety classified equipment Transm 2, 2D, 3, 3D and Type 1

· non-classified equipment Transm NS, Type NS. 

The architecture of I&C systems of the LARA project comprises also different I&C platforms:

· Teleperm XS is a I&C system platform (AREVA) for safety I&C in the nuclear power plant. It comprises all the necessary hardware and software components, including the software tools required for engineering, testing and commissioning, operation and troubleshooting [3].
· SPPA-T2000 (Siemens) is an universal process control system for power plants and consists of following sub-systems (platforms): automation system, process control and management system, engineering system, diagnostics system, communication and bus system [4].

3.  VERIFICATION AND VALIDATION OF THE DEFENSE-IN-DEPTH CONCEPT
3.1.  Scope and objectives of the verification and validation
The verification and validation of the concept for the new I&C system has been performed in several steps in which the experts of the GRS have carried out the following tasks:

· Analysis of the overall I&C architecture concerning potential impact of common cause failures,
· A review of the FMEA of selected modules of the equipment of the safety-important I&C systems,  

· An analysis of the separation of trains and redundancies at which a single failure requirement shall be applied,
· An analysis of the separation of different safety classes at which a single failure requirement shall be applied,
· An analysis of the separation of different lines of defense which addresses to the prevention of the propagation of the impacts of potential common cause failures (CCF) from one line of defense to another.
Important objectives of the work comprised identification of potential active failures of the hardware and software and identification of potential impacts and propagation paths:

· from one train/redundancy to the other trains/redundancies of the I&C systems of the safety classification SC2 (reactor protection system),

· from systems of the safety class 3 to the trains/redundancies of I&C systems of the higher safety class SC2.

Further the V&V analysis establishes also a relationship with other methods of reliability analysis (e.g. Fault Tree Analysis of the PRA) in which the FMEA will subsequently be integrated.

For the scope of these V&V tasks the active failure has been defined as follows:
· Active failure means a defective control that leads to a function that is unnecessary considering the demand mode or that differs from its specification, but which is not a lack of functionality. For instance, incorrect function sequences and starting or termination functions at the wrong time are active failure modes, as is producing incorrect data that lead to a wrong action by the operator.
3.2.  Methodology
The main approach of the V&V assessment of the LARA I&C system has been developed on the basis of the Failure Mode and Effect Analysis (FMEA) methodology [5, 6]. The FMEA methodology can be applied principally to the assessment of digital I&C systems [7] and can help to identify functional dependencies between hardware and software of the overall I&C architecture of the plant. The challenge of the application of the FMEA methodology was to select a proper strategy for the functional decomposition of the I&C systems and to consider software faults with potential functional impact. The FMEA of a complex system or of a complex hardware module is usually an iterative analysis process. The traditional FMEA applies mainly the bottom-up approach, but in some cases of the V&V work it was necessary to apply a top-down approach for identification of functional impacts (e.g. identification of all dependent and independent failure causes of a specific failure effect). The key difference between both methods is that a bottom-up approach identifies failure modes of single components (e.g. hardware modules) and deduces the corresponding effect on the performance for the appropriate system level while a top-down approach identifies failure effects on system level and analyses at lower levels probable failure modes of the hardware and of the software that could result in the identified failure effect. The evaluation of the failure modes of the hardware and of the application software in the framework of the V&V project was made generally in the following manner, see Figure 7.  

Figure 7: Main steps of the evaluation of the FMEA and CCF
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One step of the V&V process was the analysis of the propagation of a potential active single failure of the hardware and software from systems of safety class SC3 to systems of safety class SC2. Therefore the following assumptions were made for the definition of failure modes for an active failure:

· The influenced module or item of one I&C system generates an erroneous, but valid signal (e.g. a logical “1” signal) to the impacted module or item of another I&C system.
· Signals without  a valid logical state are not considered.
· Distinction of permanent and non-permanent erroneous signals: 
Permanent erroneous signals. 

In this case it is assumed that the impacted module or item of the I&C system (SC2) receives an unintended, permanent and valid “1” input signal which does not change during the postulated event sequence. 
Non-permanent erroneous signal. 

In this case it is postulated, that a single, unintended, but valid “1” signal originating from the influenced module or item of one I&C system is received for a limited time by the impacted module or item of the I&C system (SC2). It is furthermore assumed, that this signal turns to “0” immediately afterwards, but that it is present long enough to trigger logical functions or other inadvertent actions. 

Potential consequences of failure modes of both types of erroneous signals were en analysed for different plant states. For the purpose of this analysis two plant states were defined:
· Normal Operation: The plant is in normal power operation without initiation criteria for any safety important functions.
· Abnormal operation or accident conditions: initial state of the plant is normal operation when some kind of not further defined transient occurs, that leads to a significant change in the parameters which are relevant as input signals for the analysed safety important function of the I&C system SC2 (e.g. primary circuit pressure, steam generator level, containment pressure etc.).

Based upon the aforementioned definitions and assumptions it was analysed if and how signals generated by active failures of a module or item of an I&C system may affect the output signals of the module or item of the safety important I&C system (SC2).  
Within the framework of the V&V project also the actuator control modules were assessed regarding fulfilling the requirements of the priority concept of actuation of safety important function and components. 
The potential impact of a postulated CCF of a selected I&C function in all divisions of an I&C system was considered on module level for instrumentation (transmitter), on system level (e.g. for I&C platforms: Teleperm XS, SPPA-2000) and on module level for actuators (e.g. priority modules Type 1 and 2). On system level, the potential impacts of the postulated CCFs were evaluated separately for safety logic, voting logic and signal distribution. The evaluation for the instrumentation, safety logic and actuation logic was performed on the basis of simplified functional diagrams of the logic structures of the I&C functions. 
In a further step of V&V process the CCFs of identical functional elements in all I&C functions of the safety important I&C system have been analyzed and presented in MS Excel worksheets (see Figure 7). The analysis was made based on the following assumptions:
· Instrumentation: consideration of CCF of identical transmitters only,

· Application software: consideration of CCF of identical functional blocks with changeable parameters (e.g. functional blocks of the software as set-point blocks, timing blocks ),
· Application software: consideration of CCF of “Reset-Set” flip-flop blocks of the software,
· Voting logic: consideration of a CCF of the functional blocks “1oo2” or “2oo4” in all I&C functions at the same time as a “worst-case” path for further Defense-in-Depth analysis of whole safety concept,

· Analysis does not consider a potential CCF of simple elementary functions of the application software (e.g.   “AND”, “(N)AND”, 2. MIN and 2. MAX) explicitly.
3.3.  Results
The results of the FMEA and of the CCF analysis are documented in a large number of worksheets (MS Excel) containing detailed information regarding all relevant aspects of the analysis. For the analysis of the impact of a potential CCF on the safety important I&C functions detailed information about their logical design and signal processing was also evaluated.
The evaluation of potential CCF failures was limited to the identification of the potential failure modes and effects on the actuation signals of the safety important I&C functions based on system level FMEA methodology. The CCF failure modes have been defined for the functional elements of instrumentation, safety logic and actuation logic. The results of the CCF analysis are documented in worksheets (see also Figure 8) including the following information:
· CCF analysis level: Reference to measurement level, safety logic on platform level, voting logic on platform level, signal distribution between platform level and actuation level,

· Functional element: Items of hardware and of software affected by a postulated CCF,

· Postulated failure mode (permanent): Failure mode of the postulated CCF; all failures are considered as permanent failures from the time of failure manifestation onwards,

· Preconditions / plant state,

· Time scale: Information on the point in time / time span at which the failure effect is analysed,
· Description of failure mode propagation: Probable effects of the assumed CCF on relevant functional elements in the signal path,

· Affected components: single component or group of components which might be affected by the assumed CCF,

· Manual action concerning Set-Reset flip-flops (elementary functions of the application software): Distinction between operator actions relevant for the signal path like resetting of the flip-flops,

· Undisturbed input signal: Input signal which the affected components will get without occurrence of any failure,

· Input signal for components under consideration of CCF: Input signal which the affected components will get with occurrence of the assumed CCF,

· Impact of CCF: Distinction whether a CCF has an impact (indicated by red color in the table) or not depending on preconditions and current plant state,
· Failure effect of CCF: Type of failure effect of a CCF.
Figure 8: Example (screen shot of a worksheet) for CCF evaluation
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4.  CONCLUSION

This paper presents some preliminary results regarding methodological aspects of the evaluation of the defense-in-depth concept of new digital I&C systems in the NPP Loviisa. The main approach of the design verification process has applied primarily failure mode and effect analysis (FMEA) for identifying relevant failure modes of I&C systems, functions and equipment and also for evaluation of probable failure effects. Some generic and design specific issues are identified and will be considered in the next phase of the V&V process.
The generic issues mainly concern methodological aspects such as choosing of an adequate level of abstraction (e.g. system level vs. module level) for the FMEA purpose and consideration of potential software faults in the CCF model. Design specific issues concern comprehensibility and completeness of failure mode identification for I&C equipment, evaluation of failure effects, identification of candidates for common cause failure analysis (CCF), and identification of appropriate countermeasures to prevent or mitigate hazardous failure effects.
The FMEA methodology provides a good basis to perform a comprehensible assessment of a defense-in-depth concept (architecture) of digital I&C systems. The CCF analysis requires in addition a coherent logical model of all relevant functional interrelations (e.g. signal processing/linking in the hardware and in the application software, and also in the priority and actuation logic) of the I&C system or/and of whole I&C architecture.

The identified issues are also intended to support the consideration of safety relevant aspects of digital safety important I&C systems in the probabilistic reliability analysis (PRA) of nuclear power plants, e.g. in a probabilistic model of digital I&C systems.
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