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“Risk” can descrlbe dlfferent
contexts f—

Rlsk can represent a
5F erformance shortfall
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% ~  — Risk Analysis —
Clence driven way to

mfake things better
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Risk as an impact to
safety
3
' Computer simulation to
evaluate complex
systems
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— Computational Risk
Analysis (CRA)
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Background




= Off -~n®"?ma| ;

.

i

Tt

Gemini 3 .

o ' Bocconi i



curtis@mit.edu

L Components that contribute to system and a &7\
B GG‘ . ﬁ'ﬁ\
: q:} plant performance need to be evaluated {C,) gt
! ..r_ - - - %
=N seten, i L 50 30 =
0 YO (2 s g
i [=]
AS] 2L P = 5 hol@d s> |
2 2o QD
= a2 GG = =
S o : i g | " £ '90
08\ Wil < ] el 02 2 Oll / it PR A=k S
@ o E ﬂ_ﬂ Eil‘on ¥ _:}._ J g_ . ac 0
= A - = eia o b
o i m e w ‘\Ql . w0 3 r|| “J,'a.' | i -,
== SENE) O =l 5 #g;» _Ae
MID-:’( 2] e i |, +' f - = O y =
SPGB G S R e o] INO ARG (o
~ | Bl ie K W (P SRS .- - :
: — ¥ s WNIT 61— JUNIT &7 LINIT B UNIT 95
| . UNIT L= [um7 2s[—— [unm 23 T 24 — = ¢ 05 & g .. et
! 0= (] == Vs o i T o Y I R ' }
Ly ; = - > e = 5 00| ! ‘e
:'LI._._. I G @ ] a ﬂ‘. -@: - I - h ,=":, @ =
A ) g = 0 : G
i = — —)-B : 2 L Oy g !
F . R o o ”"'"‘:‘O?_.m“m-"?\ g o 1 e ] T 36 | TUNiT 87 F—lonit 55 UNIT B
:? " .- el ) - o J_ i !ll-l-‘ T i FE ‘ bn .E | =
“E’J = O, -B3-- - =C3 <4,'ij1 s I,' § g —t < W
R T g e SR SR A = ol BN @G e
: G SV, A T ZISN ; &\ ey S 5 |s = =
\\, ' T = [ == D) L - 5= : l -
1 - - = —— = e R T -~ i - — -
W e Tl 2 UNIT 3 pmree UNIT 4 o S e e e (Y UNIT 35 Ty o - —

Gemini 3

Bocceconi 1Hir,




-"-w-p‘ v - . ol

B R v

Importance Measures (Ims) are a central tool o
_ supporting engineering decision making
— Allow us to identify important components in
--a system under a variety.of settings

“Over the years several Reliability-focused IMs
developed
Mainly focused on Boolean-logic based "
models

What challenges and insights are to be found
when performing computational simulation?
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Boolean-based IMs have
/ understood calculations

i fie

__ I[‘h " For example, Birnbaum
B Bi=Ple(1)] - P[B(0)]

[ and RAW
- RAW = P[6(1)] / P[6(nominal)]
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Approach
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https://github.com/idaholab/EMRALD
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Event.Simulation
Time interval [0,mission time]

Simulates system and component
states as function of time

Allows mixing physical and logical
considerations

Potentially no restrictions-on # of
components and systems and the

“type” of failure Q- __ v
curtis@mit.edu B()CC()lli I I I i I_12




EMRALD

A modeling approach using states
A browser- based editor
Simulation of detailed time-based
systems & components evolution
Calculation of state probabilities




Example: Component restoration times
« When component fails, the time-to-
restore Is represented
« Key components cause the facility
to lose power production

SHORT MEDlUM . LONG VERY LONG m EXTENDED INDEFINITE
{= 24 HR) (24-T2 HeE) {72-168 HE} (1 WEEK - | MONTH) [1 MAONTH - & MONTHS) {= £ MONTHS)
REPAIR TIME @ :}9 — @lﬂ ¢ yemmmmmmh OO —
h Ex ample& Examples: .

cﬂTEEﬂRlES Examples Ex.arnples: Examples: Examples:
: * Minar Fault Rese1 + Local Equipment Replacement = Transmissian Ling Rebuild + Substation Reconstruction + Widespraad Grid Destruction + Catastrophic Event
* Automated Grid Recovery * Modergie Storm Damage * Multiple Pole Replacement = Major System Overhaul * Chronic Equipment Shorteges * Full Grid Replacement
RESTORE FOLLOWING... ———* RESTORE FOLLOWING... ——* RESTORE FOLLOWING... ——> RESTORE FOLLOWING...

GRID LOOP FPLﬂNT—CENIERED LUDPW SWITCHYARD LOOP WEATHER L{]OP 1




EMRALD diagram

Start_the_Reactor
Start up the reactor and set all @ ,./
components to their initial state F

/,I Component_to_Standby
State to Trigger Components to Standby
State

Immediate actions Immediate actions

+| GOTO_Component_Standby
Event actions

Event actions

| Start_Simulation_Timer

?‘*>| Terminate_Simulation

Immediate actions ~
Immediate actions
Ewent actions ~
TIMER_Simulation_Time | Event actions
=+l GOTO_Terminate_Simulation I

One year mission time

Trigger the Components

=

Example Component Model
®

I § FEED PIP_LK_ANY_working
Secondary System Pipe (ANY) Works

S _FEED_PIP_LK_ANY_failed
Secondary System Pipe (ANY) Leak.

®©

~
v Immediate actions v Immediate actions v
i + CALC_REPAIR_S_FEED_PIP_LK_ANY I
L Ewvent actions v
CALC_SUm_S_FEED_F'IF'_LK_ANY_Fai]ure:I
FR_S_FEED_PIP_LK_ANY 5

Event actions ~

+| GOTO_S_FEED_PIP_LK_ANY_failed I 4

r=q

] S_FEED_PIP_LK_ANY_repair
£

=

Complete_S_FEED_PIP_LK_ANY_Repair I
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Simulating reliability

System_Failed

6,000

5,000

Time (hours)

3,000

5,000
Iteration
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Monte Carlo Simulations are
expensive, N replicates

Computing Ims based on conditioning —

state of each component yields Cost = = i
S*C*N (s #states C#components) | G E=E S

2 states, 10 componénts 500,000
repllcates ylelds 10 mllllon S|mulat|ons
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Our Goal ! 010

NNANA

Calculate Ims from the simulation without

1 adding additional ¢ost ' !

«Glven already calculated data» approach

Avoid having to run calculations specific to
IM calculations in the simulation engine

Bocconi Mir.




Example: Birnbaum
Estimate P[0(1)] and P[0(0)] from simulation results

n; = #-times component i fails in all simulations

f;1 = number.oftimes in which in this Set
N-n, = #-times component i does notfail

N _=total number of simulations

£ =number of times in which system works in this set

An estimate of the Birnbaum importance:is
B, =f'In; = f°(N-n)

This can be extracted directly from the system simulation
Law of large numbers ensures asymptotic consistency

Gemini 3



What Is important in the system?

Importance measures from
simulation...

Borgonovo, E. and C. Smith (2025), “Importance
measures from complex reliability simulations,”

In 35th European Safety and Reliability Conference
(ESREL 2025) and the 33rd Society for Risk
Analysis Europe Conference (SRA-E 2025), pp.
330-337.

https://rpsonline.com.sg/proceedings/esrel-sra-e2025/pdf/ESREL-SRA-E2025-P8909.pdf
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EMRALD SYSTEM SIMULATION: DATA POST-PROCESSING WORKFLOW

2. DETERMINING AVERAGE FAILURE STATE TIMES

3. PLOTTING STATE ARRIVAL TIMES ) —

—

1. PARSING RAW EMRALD DATA \_é@ %—1
W_@

S, 1 | TIMESTAUP | EVEST

BH O THELTIME CITIAL TR R WALSE. CAMPESET TS

FAILURE STATE ANALYSIS ) (

BT | TIMESTAMP | SYINT

[TK] SYTNT

SMALT | TIMESTAWP | IVEST

SMLA | TIESTAMPF | SYEST

[T | smame

e | meiTanp | gvinT

EMRALD

o 1 62 5 6 0

& e e|a)e

+ SUMMARIZING DURATION PER STATE
* CALCULATING MEAN FAILURE TIME

L]
Stale A Ssts B SimeC Slete D Slte @

STATE ARRIVAL TIMELINE

Arrival Count

2y

ARRIVAL 2 STATE1
ARRIVAL 1 STATE2
STATEM

5

ARRIVAL T
!
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Failure Ststes ) L

Simulation Time

,

4

+
(4. CALCULATING IMPORTANCE MEASURES At * F5 (5. RUNNING BOOTSTRAP ANALYSIS  \© = /Y 000
' COMPONENT IMPORTANCE CALCULATIONS ‘ BOOTSTRAP UNCERTAINTY & CONVERGENCE
a) FUSSELL-VESELY (FV) b) msx ACHIEVEMENT WORTH (RAW) . * GENERATING N SAMPLES
% € T e WD oo M— (55,0 0O, e
GOMP A 1 EGHP‘A 13] 1 = ESTIMATE UNCERTAINTY BANDS
@ COMP B F ﬂ-ﬁl ﬁ COMP B 15| 2 h] METRIC STABILITY
R(1) ] E e | *AVERAGE FV
CONTRIBUTION TO RISK INCREASE IF COM- B =] = -
SYSTEM UNRELIABILITY . PONENT ALWAYS FAILS Rbase £ At
c) RISK REDUCTION WORTH (RRW) d) BARLOW-PROSCHAN (BP) 3 gt
COMPORENT | Ranck [Rack] COMPONENT | & |Rank L . g T - o - =
I\i . J &k ‘—gﬁ e ek " sty | asemortamenr S
Rbasc & l — COMP B 5 f
RISK DECREASE IF COM- R{ﬂ} i RD PROBABILITY COMPONENT CAUSES :’./'ﬁ.-.... POST-PROCESSED RESULTS
PONENT ALWAYS WORKS SYSTEM FAILURE BY TIME T I | I # READY FOR ANALYSIS
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Conclusions




In Summary

We have proposed a way to compute reliability importance
measures from complex computer simulations

- No need to run conditional simulations yields a notable reduction in
computational burden

We find asymptotically consistent IM estimates
Results show applicability of the method to match traditional IMs

Approach allows estimation and paves the way to chose the proper
Importance measure for the application at hand

- Safety significance, resilience, performance, maintenance...
Got Files?

. https://github.com/emanueleborgonovo/ReliabilityimportanceMeasures
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