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Abstract: Nowadays, Artificial Intelligence (AI) is increasingly applied in many engineering systems to 

enhance automation and efficiency. AI-based systems enable monitoring of the overall system and automate 

basic tasks. However, adopting AI may create conflicts between the system and the human operator. A few 

studies are focusing on the interaction between AI and Human Intelligence (HI), but they don’t analyze 

machine and crew failures separately in detail from a safety perspective. This work combines risk 

assessment of system failure due to human errors utilizing cognitive-based third-generation human 

reliability analysis (HRA) methods. We use the Information, Decision, and Action (IDA) phases of the crew 

context for qualitative human reliability analysis (HRA) to evaluate human failure mechanisms and 

performance influencing factors (PIFs) that lead to human failure events (HFEs). We evaluate the human 

error probability (HEP) for each crew failure mode (CFM) and calculate a total probability using Bayesian 

networks. The framework is demonstrated through an investigation of the Ethiopian Airlines Flight 302 

Boeing MAX 737 crash as a case study, considering a research gap in exploring the development of HRA 

methods in the aviation field.  

1. INTRODUCTION 

The use of AI-based systems for autonomous operations is rapidly increasing as AI technology advances[1]. 

Aviation and process industries are also undergoing digital transformation to increase profits and reduce 

failures by automating control systems[2]. On the other hand, adopting AI may lead to conflicts between 

the system and the human operator due to system failures or human errors[3]. From a safety perspective, 

existing risk assessment methods struggle to account for human-machine interactions within the HRA 

frameworks[4].  

The history of HRA dates back to 1983, with the introduction of the Technique for Human Error Rate 

Prediction (THERP), which was developed for nuclear power plant operations and is the ancestor of first-

generation techniques[5]. It was followed by subsequent first-generation approaches, such as the Success 

Likelihood Index Method implemented through Multi-attribute Utility Decomposition (SLIM-MAUD)[6], 

the Human Error Assessment and Reduction Technique (HEART)[7], and other frameworks. However, 

these methods had some disadvantages in accounting for the interaction between the human operator and 

the system, treating the operator as a mechanical or electrical component. Second-generation HRA methods 

were published to overcome the issue by focusing on the factors influencing the operator’s performance[8]. 

Some examples include Standardized Plant Analysis Risk-Human Reliability Analysis (SPAR-H)[9], 

Cognitive Reliability and Error Analysis Method (CREAM)[10], Technique for Human Error Analysis 

(ATHEANA)[11], Information, Decision and Action in Crew context (IDAC)[12]. The methods still lack a 

model of causal mechanisms that illustrates the connection between human responses and PIFs. The 

limitations of both first- and second-generation methods led to the development of hybrid frameworks, or 

third-generation methods, to improve initial techniques[13]. For example, Kirawi et al. modified HEART 

to develop the Nuclear Action Reliability Assessment (NARA) in 2004[14], Abrishami et al. adopted the 

BN methodology for the SLIM technique[15], and Mosleh et al. introduced a model-based HRA framework 

called Phoenix[16]. In 2025, Levine proposed building a robust causal logic model by synthesizing various 

HRA resources[17].  
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In aviation, only a few studies have explored the development of HRA methods. The initial research focused 

on human error identification (HEI) in air traffic control (ATC) by presenting the Technique for 

Retrospective and Predictive Analysis of Cognitive Error (TRACEr) tool[18]. Following that, the European 

Organization for the Safety of Air Navigation published a report that highlighted the need for an HRA 

framework adopted in air traffic management in 2007 and introduced the Controller Action Reliability 

Assessment (CARA), which is based on HEART[19]. Burns et al. adapted SPAR-H to the aviation domain 

and estimated HEP for knowledge-based, rule-based, and skill-based types of pilot actions[20]. In another 

work, Guo et al. integrated the FTA into BN to identify and evaluate the human errors in flight for aviation 

safety[21]. The objective of this research is to combine and extend third-generation techniques for analyzing 

the interaction between the system and the operator by applying the framework to the Ethiopian Airlines 

Flight 302 crash as a case study. 

2. METHODOLOGY 

In this work, we use the Phoenix HRA framework to identify the major causes of pilot error in the Ethiopian 

Airlines Flight 302 accident as follows: (1) construction of crew response trees (CRTs), (2) identification 

of main crew failure modes (CFMs), and (3) construction of Bayesian networks (BNs) to identify causal 

pathways leading to pilot error. This approach will be integrated with the concept of  human failure 

mechanisms[22] to enhance the causal basis of human error identification. This section explains the 

necessary steps to build a qualitative and quantitative analysis for the case study of the given accident. 

Crew Response Tree  

The purpose of the first step is to identify human failure events (HFEs) using Probabilistic Risk Assessment 

(PRA) models such as event tree analysis (ETA) or fault tree analysis (FTA). If these models exist and HFEs 

are already identified, the scenarios leading to these events are investigated, and further information is 

gathered by plant visits, report reviews, and other activities to develop the crew response tree (CRT). The 

CRT is a flowchart showing interaction scenarios between the crew and the system that lead to the failure. 

Crew response situations can be divided into three categories: procedure-driven, knowledge-driven, and 

hybrid. The CRT helps to identify the conditions that cause the crew to take failure pathways[23]. 

The starting point of the CRT construction is the specific safety function. A safety function is the desired 

state or intended function of a given system. In some cases, there may be several safety functions, each with 

its own CRT. These CRTs can be connected to form a more comprehensive structure that covers the accident 

timeline and all scenarios leading to the HFEs. Ekanem et al. describe the necessary flowchart questions 

for the branch points of the CRT and explain the success and failure paths for each. To sum up, the key 

components of the CRT are the HFE definition, the safety function, the context of the human operator and 

the system, and the procedures needed to maintain the safety function. The last step may be to simplify the 

flowchart by breaking out the paths into more detail if needed[13].  

Crew Failure Modes  

The Crew Failure Modes (CFMs) are introduced to determine crew failure forms for information, decision, 

and action phases. They represent modes of crew failure for human-machine interaction and are used to 

identify root causes of failure events. Ekanem defines 19 CFMs: 9 for the information phase, 7 for the 

decision phase, and 3 for the action phase[24]. The CFMs are integrated from the error modes described in 

the Scenario Authoring, Characterization, and Debriefing Application (SACADA) database of the Nuclear 

Regulatory Commission (NRC)[25]. The failure modes are theoretically relevant to the branch points of 

CRT. Still, only a subset will be relevant when the study is carried out in the context of the given scenario. 

Consequently, a set of fault trees (FTs) can be used to select relevant CFMs for each scenario[13]. 

Levine proposes a fourth CFM in the action phase to extend the Phoenix model: “No Action Taken”. The 

author highlights that, despite the first action phase CFM in the Phoenix model (“Incorrect Timing of 



Action”), which covers scenarios where the operator doesn’t take the required action, the new mode is 

useful for distinguishing between delayed and non-taken actions. The failure mode can occur due to a lack 

of tools, attention, or team coordination. It refers to situations in which the necessary information is 

collected and the proper decision is made, but the action is not taken. Alternatively, the crew may forget to 

perform the assigned task due to high loads or a stressful work environment[17].  

Human Failure Mechanisms and Performance Influencing Factors 

The third layer of the framework is the human failure mechanisms. Failure mechanisms are developed to 

support a more detailed analysis of HFEs. The CFMs are linked to these mechanisms, which represent 

causes of failure modes. Levine et al. introduce modeling human failure mechanisms and their identification 

using BN structures[22].  

The bottom layer is PIFs. PIFs are widely used in various HRA methods to analyze crew-system 

interactions. They are used to represent both negative and positive factors influencing crew performance 

and to predict the primary causes of human error. Groth et al. introduced a set of PIFs using four sources to 

expand the Information, Decision, and Action in crew Context (IDAC) cognitive model[26]. 

Bayesian Networks and Quantification 

The linkage between the mentioned parameters is illustrated using Bayesian networks (BNs). BNs are 

directed acyclic graphs that describe interactions between nodes from root causes to final outputs[27]. PIFs 

constitute the bottom layer of the BNs in this study and represent the leading causes of the human failure 

mechanisms, which constitute the second layer of networks. Ekanem et al. extend their qualitative analysis 

and introduce quantitative analysis for the Phoenix framework[28]. However, we integrate the human 

failure mechanisms into the model and will refer to works that introduced these integration of these 

concepts[17], [22]. The work illustrates nominal and degraded probabilities, as well as conditional 

multipliers, for each node in Bayesian networks[17].  

3. Case study 

The primary focus of this study is the Ethiopian Airlines Flight 302 crash. The Boeing Company introduced 

the 737 MAX family to compete with Airbus's upgraded aircraft, featuring a larger, more efficient 

engine[29]. The Maneuvering Characteristics Augmentation System (MCAS) was added to the new series, 

designed to push the plane’s nose down automatically when a high angle of attack (AoA) was detected. 

However, the conflict between the software and the pilots led to two fatal disasters within several months: 

Lion Air Flight 610 and Ethiopian Airlines Flight 302[30]. 

The incident occurred on March 10, 2019, a few months after the Lion Air Flight JT610 crash. A short time 

after liftoff, the left Attack of Angle failed due to an intermittent electrical defect or vane separation after a 

bird strike[31], [32]. The value of the left AoA sensor erroneously reached 74.5, whereas the maximum 

value of the right sensor was 15.3. The erroneous data triggered the illumination of the "MASTER 

CAUTION" and "ANTI-ICE" lights and activated the left stick shaker in the flight deck, which remained 

active until the end of the accident. The failed data also corrupted the captain’s display and caused conflict 

in the reading of the captain’s and the first officer’s instruments. The “AOA DISAGREE” indicator didn’t 

appear in the flight deck, as it was an optional feature for the Boeing 737 MAX series, and Ethiopian 

Airlines didn’t purchase the alert[32].  

The failure also caused erroneous data for the MCAS system, as it relied on only the faulty left sensor. At 

400 ft, the captain tried to engage the autopilot to stabilize the plane. It was engaged in the third attempt 

after two unsuccessful attempts. During the auto flight, the system was still getting data from the left AoA 

sensor, so the autopilot failed to reach the desired altitude due to high speed[32]. The reason for the high 

speed was the autothrottle, which should be turned off upon stick shaker activation, according to the 



procedure; however, the crew failed to deactivate it[31]. According to the Cockpit Voice Recorder (CRV), 

the flight crew didn’t discuss the activation of the stick shaker. The airplane began to descend after reaching 

maximum altitude, and the autopilot disconnected automatically[32]. 

Disengagement of the autopilot and incorrect AoA data led to the first MCAS activation, lasting nine 

seconds, which trimmed the stabilizer and nosed it down. The captain applied a two-second electric trim up 

input, which was insufficient to counteract the software. It was reactivated after a few seconds; this time, 

the captain applied nine seconds of electric trim up and was able to deactivate the MCAS system. After the 

second activation, the first officer suggested "stab trim cut out"; the captain agreed, and the stabilizer trim 

cutout switches were moved to the “CUTOUT” position, cutting the electrical power to the trim system, as 

mentioned in the runaway stabilizer non-normal checklist. Therefore, there was no motion of the stabilizer 

after the third activation of the software[32]. 

Despite the successful deactivation of the MCAS, the airplane was already in an unstable flight, and there 

was too much aerodynamic pressure on the manual trim wheel to control it manually due to the high speed. 

The captain asked the first officer to try with him, but the first officer told him it wasn't working after a few 

seconds of effort. The crew moved the "CUTOUT" switches back to the normal position, and the captain 

applied two electric trim-up inputs for one second to control the stabilizer, but it activated the MCAS 

software for the fourth time and caused an unrecoverable descent by decreasing the stabilizer’s trim 

unit[32]. 

The pilots had very limited training on the MAX 737 series before their first flight, which didn't include 

MCAS or its functions[3]. On the other hand, the pilots failed to communicate effectively during the 

accident. For example, the flight officer neither acknowledged nor complied with the captain's request to 

maintain runway heading in return for the defined route by air traffic control (ATC). They also had no 

conversation regarding the activation of the stick shaker. This may be due to the noisy flight deck 

environment after the stick shaker activated, as well as the chattering from ATC[32]. The National 

Transportation Safety Board (NTSB) highlights that crew resource management (CRM) aspects also 

include the first officer's limited flight experience and division of duties[31]. 

4. Results 

The results are derived following the process described in the methodology section using the accident 

reports and procedure manual. The CRT is designed to identify HFEs and CFMs, and BNs are developed 

to show the failure mechanisms and PIFs that lead to the failure modes. The detailed description for each 

step is provided in the section. 

Crew Response Tree 

The intended function of this case is to maintain a stable flight and to land the plane safely. To avoid any 

conflict between the pilot and the system, the crew had to deactivate MCAS and manually control the 

aircraft. Therefore, the crew should perform five tasks for five branch points, one for each. The branch 

points of the diagram are determined using the runaway stabilizer checklist[32]. The crew should hold the 

control column, disengage the autopilot and autothrottle, turn off the CUTOUT switches, and manually trim 

the stabilizer in an orderly manner. Also, there is an opportunity to recover from turning off the switches by 

applying the electric trim-up input, which delays the software's activation. The generated FTs contain 8 

HFEs, which are caused by 13 occurrences of 7 unique CFMs. 9 of these CFMs are observed in the action-

taking phase, 3 in the decision-making phase, and only 1 in the information-gathering phase. Figure 1 and 

Figure 2 demonstrate the CRT, the potential and observed failure events at each branch point, and the CFMs 

that cause these events. The branch points are described in light blue, the failure events for branch points 

in light grey, HFEs in red, and CFMs in light pink.   



Figure 1: CRT Diagram for Runaway Stabilizer Checklist 

 
Figure 2: FT Diagrams for Runaway Stabilizer Checklist 

 

Crew Failure Modes 

This section explains the CFMs that led or could lead to human error. The first failure of the crew is to 

disengage the autopilot, in which the crew fails to correctly understand (D2) and adapt (D3) the checklist 

and take no action (A4). The CUTOUT switches were moved after the second activation of the MCAS 

software, indicating incorrect action timing (A1). Even though the crew had turned off the system, they 

couldn’t control the airplane because the trim wheel was under high pressure. The main reason for this 

pressure was the autothrottle, which had to be disengaged after the stick shaker was activated. However, 

the crew didn’t respond to the stick shaker (I1) and didn’t take any action for the autothrottle (A4). Also, 

the first officer couldn’t determine that the issue was due to high pressure and said the trim wheel wasn’t 

working, making a wrong judgment (D1). This misdiagnosis of the system led the crew to incorrectly 

operate the trim by applying electric power (A2), which ultimately triggered the final and fatal reactivation 

of the MCAS. In addition to CFMs described above, there are other potential failure modes that may occur. 



These include applying too much force to the control column (A2), spending too much time disengaging 

the autopilot and autothrottle (A1), and taking no action on the switches and trimming the stabilizer (A4). 

Bayesian Networks and quantification 

The failure mechanisms and their root causes (PIFs) are shown through BNs for information gathering 

(Figure 3), decision-making (Figure 4), and action-taking (Figure 5) phases. 

Figure 3: BN for the Information Phase CFMs 

 

Figure 4: BN for the Decision Phase CFMs 

 



Figure 5: BN for the Action Phase CFMs 

 

There are several failure mechanisms leading to failure modes. As mentioned before, the pilots lacked 

sufficient training on the system, which affected the crew’s skills and led to procedural errors. The crew 

had poor communication in several areas and failed to coordinate as a team. The pilot and the officer's 

attention was also distracted by the noisy, stressful environment. All these aspects negatively affected the 

crew’s mental model during the accident. 

BNs are constructed based on relevant failure mechanisms and PIFs by excluding irrelevant ones for the 

aviation field. For example, Levine describes tool availability as a direct cause of “Incorrect timing (A1)” 

and “No action taken (A4)”, and tool quality as a direct cause of “Incorrect operation (A2)” failure modes 

in the action phase[17]. The PIFs refer to the availability and quality of the physical tools provided by the 

organization to the crew[26]. However, the pilots interact with the yokes, sensors, throttles, buttons, screens, 

etc., in the cockpit environment, which are included under the HSI performance influencing factor. 

Therefore, the PIFs aren’t considered separately for this study.  

As mentioned above, Levine presents the base probability of each failure mode and the multiplier values 

for failure mechanisms and PIFs that lead to those CFMs. The HEP is computed for each CFM and used to 

calculate failure event and task failure probabilities at each branch point via the FTs. The probabilities are 

summed for the or gate and multiplied for the and gate.  

Table 1: HFE Probabilities for each Phase and Total HEP for each Task 

 



Table 1 shows how the human failure mechanisms increase the HEP. For instance, the base probability of 

“Incorrect operation (A2)” CFM is 0.00029 for the task of holding the control column. However, the states 

of high stress and degraded attention boost the probability to 0.0008, which also affects the task failure 

probability. The highest HEP is calculated for the last task, due to an error in the action phase. The error 

probabilities are also high for disengaging autothrottle and autopilot tasks, due to information and decision 

phase errors, respectively. The lowest values are observed for holding the control column and moving the 

CUTOUT switches, which is reasonable given that the crew reached the success path in these steps.  

5. Conclusion 

In this paper, we extended and applied the Phoenix model to investigate the Ethiopian Airlines Flight 302 

accident. The aim of this work is to show the applicability of the method to human actions in the aviation 

field in the context of human intelligence and (AI) collaboration.  

The crew response tree (CRT) and fault trees (FTs) were developed to define relevant crew failure modes 

(CFMs) for the qualitative analysis. 13 occurrences were observed across 7 different CFMs, most of which 

occurred during the decision-making and action-taking phases. Also, we identified human failure 

mechanisms and performance influencing factors (PIFs) that contribute to CFMs. The linkage between root 

causes and failure modes was shown through the Bayesian networks (BNs). The error probability of failure 

events and overall tasks was calculated at each branch point of CRT for quantitative analysis. The highest 

HFE probability is observed in task 5, trimming the stabilizer manually, due to the high error probability in 

the action-taking phase. The case study results demonstrate the framework's suitability and robustness for 

the aviation industry. 

Despite a comprehensive human reliability analysis (HRA), future work could focus on the AI system 

working in collaboration with the human operator. Failure modes should be defined for AI systems to 

identify causes of AI failures and quantify the probability of AI errors. Furthermore, the approach should 

be integrated with HRA methods to assess the entire process, leveraging AI-human intelligence (HI) 

collaboration.  
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