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Introduction | Ideal goal

IAEA Safety Standards

for protecting people and the environment

Safety of
Nuclear Power Plants:
Design

Specific Safety Requirements
No. SSR-2/1

The defence in depth (DiD) concept is applied to
all safety related activities, whether
organizational, behavioral or design related,
and whether in full power, low power or various
shutdown states.

This is to ensure that all safety related activities
are subject to independent layers of provisions,
so that if a failure were to occur, it would be
detected and compensated for or corrected by
appropriate measures.

LUSNRC An approach to designing and operating nuclear facilities that
prevents and mitigates accidents that release radiation or hazardous
materials.

REPORT A SAFETY CONCERN

Home » NRC Library » Basic References » Glossary

The key is creating multiple independent and redundant layers of
Defense in depth defense to compensate for potential human and mechanical failures
so that no single layer, no matter how robust, is exclusively relied upon.

and mitigates accidents that release radiation or hazardous materials.
The key is creating multiple independent and redundant layers of
defense to compensate for potential human and mechanical failures so
that no single layer, no matter how robust, is exclusively relied upon
Defense in depth includes the use of access controls, physical barriers,
redundant and diverse key safety functions, and emergency response

DiD includes the use of access controls, physical barriers, redundant
Page Last Reviewec!Updated Tuesday, Maieh 08,2624 and diverse key safety functions, and emergency response measures.




Introduction | In reality
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For the I&C systems, in fact, they are not possible to be completely independent of the paths of
“instrumentation — decision making — control” required for each mitigation procedure.

= We need to evaluate the suitability of redundancy and diversity in the 1&C functions for accident mitigation.



Introduction | In reality
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T
2ot | [ ertorm i Select special Basically, it seems that the evaluation of DID is based on the PSA, but in the case of
n.ndmi i integration. treatments. .. q e 3 i
| digital I&C(DI&C), It is difficult to model the correlation of DI&C components according
to the FT framework, and it is even more difficult to secure failure information of them.
Logic for implementing
evaluation of DID Safety desing process overview?)

=» Can we derive quantitative evaluation results of DI&C systems without failure information or FT framework.

1) Andrea Maioli, David J. Finnicum, Robert H. Lichtenstein, Stephanie Y. Harsche, “Use of PSA in the Development of SMRs”, NEA/CSNI/R(2012)2
2) nuclear safety design process for modular helium-cooled reactor plants(ANSI/ANS-53.1-2011)



Introduction | Overview of the approach

Develop equations to calculate the
importance of each component

DI&C systems have complex
interactions that are difficult to

clearly analyze without a — - = s v
separate model ca L [ e 0
SF Weri,1 08 Wari2 02 Warz 2 1 M,
= n | M| MEES, | 1MEBe0s | MESis] 1MEEEs | 1MSHrus | 1MBens | MBS0 | M
Wegs: 1| Physica-Control 3 for M2

L S1 1 07 0.6 0.872
. . CAI(12) Wey;20.7| Control-Action | (RPS tripsigaal)for controlrod drop. CA4(11) Wy 1| Control-Action 4 for PC3 S2 03 02 0.088

. | : !
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T Quantification relative importance
Assign weights according to the information of each component

of system design and operation strategies

) ) - ) A component is important if it is used for an important
instead of failure information.

functioning and it is used often.




DI&C system modeling | Macro model for functional redundancy and diversity

« Review the functional redundancy and diversity relevant to the DI&C system at each heading in an ET and re-organize

it according to a specific hierarchal form: Mission(M) - Physical control(PC) — Control Action(CA) — Signal Flow(SF)

- Sequential MiSSiONS TEQUITEd  «sessrsssersessssmssssessssssssssassassssnsssssssssssssssassassen T

I— PC3(1/1)| Physical-Control 3 for M2

ntrol 1 (Control rod drop) for reactivity control

—— CAI(1/2) Control-Action 1 (RPS trip signal) for control rod drop I— CA4(1/1) Control-Action 4 for PC3
i SFIL1 Instrumentation Decision Control : SF4,5  Instrumentation Decision Control
Sensors & Interfaces Controller 1 (RPS) Interfaces and Actuators Sensors & Interfaces Controller 5 Interfaces and Actuators

SF1,2* Instrumentation Decision Control
P Hierarchical structure is as follows:

Sensors & Interfaces Controller 2 (human) Interfaces and Actuators

*SF1,2: Signal flow for CAl generation through controller 2

| T e ——— * Mission (M): Role required for I&C system in a specific heading.

foue - 8F2,3  Instrumentation Decision Control

* Physical Control (PC): Sub-role to fulfill the upper mission.

Sensors & Interfaces Controller 3 (DPS) Interfaces and Actuators

* Control Action (CA): The same physical control can be activated by various control actions,
which is a kind of safety signal that needs to be generated.

SF2,2  Instrumentation Decision Control

Sensors & Interfaces Controller 2 (human) Interfaces and Actuators

PC2(1/1)| Physical-Control 2 for reactivity control

* Signal Flow (SF): The same CA may also be generated by different paths. SF is signal transfer
L CA3(U1) |Control-Action 3 for PC2 path between related components from measurement to control.

SF3.4  Instrumentation Decision Control

--Priority in the same hierarchical level-..-.

P Clarify the success criteria for the parent hierarchy.

Sensors & Interfaces Controller 4 Interfaces and Actuators  }




DI&C system modeling | Micro model for redundancy and diversity in a SF

« Review all the signal transfer paths (instrumentation — decision making — control) in an SF and organize interactions
between components used according to a specific form.
« Three steps in a SF

» Instrumentation: Generation/transmission of Feedback (FB; sensing signal)
+ Decision: Decision on whether or not to generate a CA

« Control: Transmission/execution of the CA generated

« The three steps consists of some of the following four types of components

» Sensor (S): a component that generates FB
» Actuator (A): a component that receives a CA and performs corresponding physical actions.
» Controller (C): a component that determines whether a CA is generated or not, and which CA should be generated

* Interface (I): a component that transmits FB from a sensor to a controller or a CA from a controller to an actuator

|— Wacs 1| PhysicaContol 3 or M2 P ) \ _—
CALU) Vey:07 ook Acen RSt oot L AU Vo1l \ S1 /\ "“/ 11 /' ““/ 13 :‘\
G| 11 | tunestiin | Decision Control o545 | isirumention | Decson Cantol o A\ — ™~
faces Controller 1 (RPS) Interfaces and Actuators W2 1 Sensors & Interfaces Controller 5 Interfaces and Actuators
SFI2 Decision Cool 5712 y S . P — \
W0 oler 2 () eraces and Actators: 15 used forboth st ad cotrol stps ‘ \_C:_2 4 h\\ 1_3 4
CA2(1/2) Wey:03] Costrol-Action 2 (DPS tipsigaal) for costrl rod rop Wy, =05
T e o ) r.u — - Itis assumed that each step
| § Senors & trfaes Contollr3 (DPS) Ineracesand Actators Sl _.' Oua b - (82 \\—D—‘/ 12 ) I 14 )
U T | e | oo | o w s D4 g g has a one-way serial signal
WT Srr—— . @ b .
. A "-" connection, and that the
S '—P I —> ll ‘5 .
g 1) Vi 02 i oo ity complete failure of one step leads
L] s Wrmzg,, = 1 . .. ~ .
m:(‘l) v;wl‘m:n‘m‘::j:m Decision Control Instrumentation lllhtl‘ “nlcntntl[]" I)CC]QI(”] ( ""tr{)l to the fallure Of the

Wes1 Sensorsterfaes Controllerd  Interfacesnd Actuators

(FB generation/transmission) (CA generation) (CA transmission/execution) corresponding SF.
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Weight assignment | Functional redundancy and diversity

= PC1(1/2) | Physical-Control 1 (Control rod drop) for reactivity control

—— CA1(1/2) Wgp;: 0.7 | Control-Action 1 (RPS trip signal) for control rod drop

1
ro--- SF1,1 Instrumentation Decision Control

1
E Wer,1:0.8  Sensors & Interfaces ~ Controller 1 (RPS)  Interfaces and Actuators
i

----- SF1,2 Instrumentation Decision Control

Woer1,:0.2 Sensors & Interfaces  Controller 2 (human)  Interfaces and Actuators

—— CA2(1/2) Wcp,: 0.3 | Control-Action 2 (DPS trip signal) for control rod drop

r---- SF23 Instrumentation Decision Control

Wsp,2:0.8  Sensors & Interfaces  Controller 3 (DPS) Interfaces and Actuators

----4 SF2,2 Instrumentation Decision Control

Wor,,:0.2| Sensors & Interfaces  Controller 2 (human)  Interfaces and Actuators

] PC2(1/1) | Physical-Control 2 for reactivity control

I— CA3(1/1) Wcas: 1| Control-Action 3 for PC2

------ SF3,4 Instrumentation Decision Control

Weps4:1 | Sensors & Interfaces Controller 4 Interfaces and Actuators

|— PC3(1/1) | Physical-Control 3 for M2

I— CA4(1/1)  Wocaa: 1| Control-Action 4 for PC3

------ SF4,5 Instrumentation Decision Control

Wergs: 1| Sensors & Interfaces  Controller 5 Interfaces and Actuators

Weights are assigned to the elements in the same
functional hierarchy level, from PC to SF.

According to the relative importance in achieving the needs
of the parent hierarchy, the weights are assigned between
0 and 1 to elements at the same hierarchical level.

Sum of the weights of the elements that cause the failure
of the parent hierarchy needs (i.e. minimal cut set: MCS)
should be equal to 1.




Weight assignment | SF

[ CA%(11) Weu 1| Control-Action 4 for PC3

Decision Cemtrol < SF45  Iastumentation Decision Control
0.8 Semsors &Interfaces  Controller 1 (RPS) | Inferfaces nd Actuator: Wigss 1 Semsors & Interfaces | Comtroller 5 Interfaces and Actuators

T — ww  SF1,2

Wigy2: 0.2 Semsors & Interfaces Controller 2 (human) | Interfaces and Actuators

13 is used for both instrumentation and control steps.

CA1/2)  Wea 03| Control-Action 2 (P

- SF23 Instrumentation. Decision Control

cfaces  Controller 3 (DPS) | Interfaces and Actuators

Decision Control WFBlS]:lZ =0. Wl3|FBlsF1'2 = 0.8

Wie;2: 0.2 Semsors & Interfaces Controller 2 (human) | Interfaces and Actuators

[ CA3(1/1) Wesr'1| Control-Action 3 for PC2

- SF34 Instrumentation Decision Control

1 | Semsors & Interfaces  Comtroller4 Interfaces and Actuators

WrB2gp,, = 0.3 WialpB1gp, , = 0-2

Wig|FB2gp,, = 1

Instrumentation Decision Control
(FB generation/transmission) (CA generation) (CA transmission/execution)

P In a single SF, weights are assigned to some components (Sensors, front-end interface, which transfers FBs to the
controller, and actuators)in accordance with the following general logic.

* Some components which transfer a FB significant on decision-making through an effectively recognizable path to
the controller are important.

 Minimal set of actuators to complete the control step are important.




Importance evaluation

| Physical control 1 (Control rod drop) for reactivity control

SF1,1 Instrumentation Decision Control

Control action 1 (RPS trip signal) for control rod drop

W10 0.8 Sensors & Interfaces Controller 1 (RPS) Interfaces and Actuators

. SF1,2 Instrumentation Decision Control SF1,2

PC3(1.‘-’1) Wopes: 1| Physical-Control 3 for M2

CA4(1/1) Weag: 1

Decision Control

- SF4,5 Instrumentation

Wepss: 1 Sensors & Interfaces  Controller 5 Interfaces and Actuators

bensors & Interfaces Controller 2 (human) Interfaces and Actuators “\

“—— CA2(1/2) Wcas: 0.3 | Control-Action 2 (DPS trip signal) for control rod drop \
''''''''' SF23 Instrumentation Decision Control
3 War, 3:0.8 Sensors & Interfaces Controller 3 (DPS) Interfaces and Actuators

SF2.2 Instrumentation Decision Control

Wp,5: 0.2 Sensors & Interfaces Controller 2 (human) Interfaces and Actuators

mmm PC2(1/1)| Wpe,: 0.2 | Physical-Control 2 for reactivity control
\— CA3(1/1) Weas: 1| Control-Action 3 for PC2

e SF3.,4 Instrumentation Decision Control

Wops4:1  Sensors & Interfaces Controller 4 Interfaces and Actuators

* 13 1s used for both instrumentation and control steps. ‘

Wia|FB1gs, , = 0.8

Wis|FB1gp, , = 0.2

WI4|1~'325FL2 =1

Control
(CA transmission/execution)

Decision
(CA generation)

Instrumentation
(FB generation/transmission)

10



Importance evaluation | in an SF 11

« Importance of a component (IM) in an SF OC extent to which a particular component impairs the soundness of each step

when that component is unavailable

ERPCI(1/2)| Wiy 0.8 | Physical control 1 (Control rod drop) for reactivity control PC3(1/1)| Wcs: 1 | Physical-Control 3 for M2

CAI(1/2) Weay: 0.7 Control action 1 (RPS trip signal) for control rod drop L CA4(I/1) Wene 1
: SF1,1 Instrumentation Decision Control & SF45  Instrumentation Decision Control
i Wepp 12 0.8 Sensors & Interface: oller 1 (RPS) Interfaces and Actuators Wirgs: | Sensors & Interfaces Controller 5 Interfaces and Actuators
- SF12  Instrumentation Decision Control o
Wsg12: 0.2 Sensors & Interfaces Controller 2 (human) Interfaces and Actuators *13 is used for both instrumentation and control steps. A SF d eg ra ded/fa i I ure
CA2(1/2) Weas: 0.3 | Control-Action 2 (DPS trip signal) for control rod drop | Wy, = 07 Woriapss = 08 | Waig,, =05 ‘
~ SF23  Instrumentation Decision Control D¢ = - I X —( Al )
Wap23:0.8 Sensors & Interfaces Controller 3 (DPS) Interfaces and Actuators o - - \ \ | |
SF22  Instrumentation Decision Control \\\ /\> (o) Sm— / (e | . Decisi |
Wiga: 0.2 Sensors & Interfaces Controller 2 (human) Interfaces and Actuators ) ) \ ) ) - - N \ L nstrumentation ecision Contro
(2 )—C)—~C1 )~ (FB generatio/transmission)| | (CA generation) | |CA (transmission/execution)
Sl PC2(1/1)| Wiyt 0.2 | Physical-Control 2 for reactivity control Wipzgp,, = 03 Wigjpnigy, ; = 0.2 degraded/failed degraded/failed degraded/failed

CA3(1/1) Weas: 1| Control-Action 3 for PC2 Wis|pB2ge,, = 1

SF3.4 Instrumentation Decision Control Instrumentation Decision Control

Wgps g1 Sensors & Interfaces  Controller4  Interfaces and Actuators (FB generation/transmission) ~ (CA generation) (CA transmission/execution)

I1\’1(]:)1]15|CSF ij=1(Mn=j) lMIcl'lll‘]S-'F ij = maX{IMlmSF ij(z)rz= 1..v}

IME:I”SSF ij = WrBkg;; (0 = K) : : -
where vy is the number of MCS of actuators in SF i,j

ZgEGIn|MCSZSF ij Wesr ij

LgeGyy FBKs i WelFBks i

IMINS — ZOL (W IM . _
In|SF i, k=1(WFBKkgp In|sFij(z) =
ISFi} U X geGn FBkgp ij We|FBkgp  j T 2feF p [FBkgp ij WiIFBkg i ISFL)

where G, |FBksg ij : A group of front-end interfaces transmitting FB k via the
interface n in SF i, j

deGInIMCstp i Wesk ij +z"1’517111IM<15251-" ij Wisp ij

where G, [MCSzsgj : A group of actuators receiving CA
via the interface n in the MCSz in SF i, j
where Fi, |FBKsg i : A group of front-end interfaces transmitting FB k other

than the interface n in SF i, where Fi, [MCSzgg; : A group of actuators receiving CA i

other than the interface n in the MCSz in SF i, j

CTL — —
lMAn|SF iLj — WAySFiJ- (n - Y)




Importance evaluation | in a mission & entire mitigation procedure 12

« IM of a component integrated with weights of related SF, CA and PC for a mission
IMgnjmx = Xy=1 Z})=1ch=1 Wecy {WCAi(WSFi,j : IM§1§1|SSF i,j)}

IMcpmx = 29=1 T, Y5=1Wpcy {WCAi (Wsp; - IM(]?r]13|(S:F i,j)}

IManmx = Xy=1 T, Yi=1Wpcy {WCAi (Wsp;); - IMXE|LSF i,j)}

IMIH'MX = Z?’:l Zibzl ZJ‘C=1 WPCy [WCAI {WSFL] (IM

« IM of a component in a mission = integrated over the entire mitigation scenario

Mg, = ¥%=q IMsnjmx
Mcn = Xx=1 Mcnjmx
IMAn = Z)’I(‘zl IMAn|Mx

My, = ¥%=1 Mn

INS CTL
mjsrij T IMinisk i,j)}]

SF1,1 Instrumentation

[ SF1,2 Instrumentation

SF2,.3 Instrumentation

Instrumentation

- SF2,2

-~ SF34 Instrumentation

Wqrsq:1  Sensors & Interfaces

\— CA3(1/1) Weas: 1| Control-Action 3 for PC2

Decision

Decision

Decision

Decision

ml PC2(1/1)| Wy, 0.2 | Physical-Control 2 for reactivity control

Decision

Controller 4

wm PC1(1/2)] Wpc;: 0.8 | Physical control 1 (Control rod drop) for reactivity control

f—— CAI1(1/2) W¢y;: 0.7 | Control action 1 (RPS trip signal) for control rod drop

Control

Wery1: 0.8 Sensors & Interfaces Controller 1 (RPS) Interfaces and Actuators

Control

Wer12: 0.2 Sensors & Interfaces Controller 2 (human) Interfaces and Actuator

——— CA2(1/2) Wcy,: 0.3 | Control-Action 2 (DPS trip signal) for control rod drop

Control

Wepa 3:0.8 Sensors & Interfaces Controller 3 (DPS) Interfaces and Actuator

Control

Wepa 2! 0.2 Sensors & Interfaces Controller 2 (human) Interfaces and Actuator

Control

Interfaces and Actuato

PC3(1/1)| Wpes: 1 | Physical-Control 3 for M2

L CA4(1/1) Wepg: 1

= SF4,5 Instrumentation Decision

Control

: 1 Sensors & Interfaces _Controller S Interface

W,:Bls“2 = 0.7 WmFmsnz =08

e — V7PN
GoO—C L 15

s Vo SN
(82— =

Wepzgp,, = 0.3 Wisen1gp, , = 0.2

Wid|FB2gps, =

Instrumentation

(FB generation/transmission)

1

Decision
(CA generation)

Control
(CA transmission/execution)




Case StUdy | Protection I&C systems for a 5MW open-pool type research reactor
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* To simplify the system, components connected in series to each other without branching were combined as one component.
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2/3 Voting
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13

AC: Actuation Circuit
APS: Alternate Protection System
BP: Bistable Processor
CC: Coincidence Circuit
IC: Initiation Circuit

IPS: Information Processing System
LDP: Large Display Panel

MTP: Maintenance and Test Panel

MTS: Manual Trip Switch

OWS: Operator Workstation

PAMS: Post Accident Monitoring System
RPS: Reactor Protection System

SSP: Signal Splitter Panel




Case StUdy | Protection I&C systems for a 5MW open-pool type research reactor

PC1(1/2)[ Wpcy: 1 | Physical control 1 (Control rod drop) for reactivity control

—— CAIL(1/2) Wca;: 0.7 | Control action 1 (RPS trip signal) for control rod drop

Weight of RPS auto-trip: 0.8 (2/3) - SFI,1* INS DEC CTL
l Wgp1:0.58 | S1,11 CI(PRSA) 15,16, 17, 19, 110, I11, Al
SF1,2* INS DEC CTL
Wsp12:0.58 | 82,12 C2(PRS B) 15,16, 17, 19, 110, 111, Al
SF1,3* INS DEC CTL
Wgpp3: 0.58 S3 C3 (PRS C) 15,16, 17, 19, 110, I11, Al
SF1,6 Instrumentation DEC Control
Wir16:0.2 S1, 82,83, 84,S511, 12, 13, 14, C1, C2, C3,C4,C5,18  C6 (human) 9, 110,111, Al
——— CA2(1/2) Wgay: 0.3 | Control action 2 (APS trip signal) for control rod drop
Weight of APS auto-trip: 0.8 (2/2) —  SF24** INS DEC CTL
C Wepa 1 S4  C4(APSX) 112, A2
SF2,5%* INS DEC CTL
Wep 5: 1 S5 C5(APSY) 113, A2
SF2,6 INS DEC CTL

W 0.2 S1,82,83,84,8511,12, 3, 4, C1,C2,C3,C4,C5,18  C6 (human) 112,113, A2

* SF1,1, SF1,2, and SF1,3 are three channels
of RPS auto-trip, respectively. In order to
perform PC1 through A1, CAl must be
generated and transmitted to Al in at least
two of the three channels.

** SF2,4 and SF2,5 are two channels of APS
auto-trip, respectively. In order to perform
PC1 through A2, CA2 must be generated
and transmitted to A2 in both channels.

14



Case StUdy | Protection I&C systems for a 5MW open-pool type research reactor
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Case StUdy | Protection I&C systems for a 5MW open-pool type research reactor
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* The actuators are the most important
components. Especially, Al is the
remarkably important component as it
is used in the high-weighted CA (RPS
auto-trip).

* S1,S2,S3,C3,11, and I2 are important,
for the same reason as that of Al.
Regarding the controllers, C3 has a
little higher importance than C1 and
C2 because FB1 and FB2 can be
transmitted to the human operator via
I3 and 14 even if C1 and C2 fail, while
FB3 cannot be transmitted to the
human operator at all when C3 fails.

* In terms of the interfaces, 19, 110, and
111 are slightly more important than I5,
16, and 17 because the former are
additionally used to transmit the RPS
manual-trip signal in SF1,6 as well as in
the transmission of the RPS auto-trip
signal.

* Otherwise, most components
excluding the actuators (A1 and A2)
and some interfaces (I3, 14, and I8) are
distributed evenly between 0.200 and
0.370 importance, regardless of their
type. In this regard, it can be said that
the I&C system for reactivity control is
well-balanced.
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« The new approach to evaluate the quantitative importance of components in I&C systems has been proposed

» The method organizes the signal flow configuration within the I8C system s e—m——
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physical control, control action, and SF.

« The method can provide quantified analysis results even failure data of components cannot be obtained.
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It is necessary to consider the following prerequisites and precautions in utilizing this method
« It is assumed that signals (FBs or CAs) do not deteriorate or changed in the process of transmission.
» It is assumed that one CA is created by only one controller.
» The results of analysis vary depending on the assigned weights.

* The boundary and balance between components should be properly considered and defined.

« Based on the analysis results, the safety of the control system might be achieved
* by modifying the system design to do not concentrate the importance on a few components, or

+ by forcing the implementation of high reliability for certain components with high importance.

* In order to ensure the validity of the method, a method that objectively and systematically assigning weights

must be supported. (*Regarding this subject, the authors plan to conduct a follow-up study)
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