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Motivation
1. Motivation and gaps

 Increasing complexity of modern automotive                                                                

systems need MBSE

 Handling of product quality: functional safety                                                         

and cybersecurity (e.g. ISO26262, SOTIF) 

 Suitable modeling approaches need to be selected

 SysML standard systems modeling language used by                                                             

OEMs, Tier 1 and Tier 2 companies
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 Cybersecurity standard for automotive under development

 Integrate safety, security and systems engineering 

 Integration of models are challenging

Research gaps



2. Research questions

 How to integrate functional safety and cybersecurity analysis  to the Model Based 
Engineering approaches like SPES?

 How to reduce the efforts of manual approaches to system development with 
respect to  Completeness, Traceability, Automation etc.?

 How do model based approaches help in effective management of complex 
development lifecycles?

 How to support the implementation of functional safety and cybersecurity 
standards in MBE approaches using semiformal models?

 How to validate the approach? 
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3. Basic theory
SysML

 Semi formal modeling language derived from UML 

 Enhancements for requirements engineering

 SysML is not software centric

5

https://www.omgsysml.org/what-is-sysml.htm

https://www.omgsysml.org/what-is-sysml.htm


3. Basic theory
Software Platform Embedded Systems (SPES): MBSE methodology
 Separate problem and solution

 Consider system decomposition

 Seamless model-based engineering

 Differentiate between logical and technical solution

 Continuous development of cross-cutting product properties
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(Manfred et al. 2012)



ISO26262: Road vehicles functional safety

3. Basic theory

 ISO 26262 is an adaptation of the Functional Safety standard IEC 61508

 Automotive Electric/Electronic Systems
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https://www.iso.org/standard/68383.html

https://www.iso.org/standard/68383.html


HEAling Vulnerabilities to ENhance Software Security and Safety(HEAVENS)

3. Basic theory

 HEAVENS is a security model developed for automotive domain

 Considers other existing cybersecurity models (STRIDE, CC, ETSI, SECTRA) to derive 

security requirements
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(Lautenbach et al. 2016)



Model based documentation of concept

4. Concepts as metamodels
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 Developed for functional safety and cybersecurity

 Ensure seamless model based engineering

 Help to extend the current SPES profile with safety and security extensions

 Sample metamodel represents item definition



5. Concept validation
Criteria based concept validation (metamodels of the concept are developed 
and validated based on these criteria)

Criteria Description

Completeness • coverage for each phase in safety and security
• elimination of incompleteness with respect to the attributes 

and parameter values

Traceability • model elements can be inter-reachable and obtainable from 
high level to low level

Automation • reduction in manual effort to handle document based 
assessment methods
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6. Prototype Malfunction Indicator Lamp
Malfunction Indicator Lamp (MIL): Electronic Stability Program (ESP) 
breakdown

MIL shows vehicle issues in instrument cluster

 Focus on ESP breakdown 
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MIL

ESP 

http://www.haval-global.com/havalh6.html

http://www.haval-global.com/havalh6.html


7. Validation and results
Item definition and Target of Evaluation (TOE) description prototypes

 Starting point for item and TOE description: use case analysis

 Use case refined to 2 scenarios

 Derivation of user functions using scenarios

 Diagrams shown in chapter 7  are SPES models mapped to ALs and VPs 
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7. Validation and results
Context architecture for item or TOE

 Context architecture visualised in block definition diagram

 Internal connections shown in internal block diagram
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7. Validation and results
Functional decomposition: SysML activity diagram

 Description of functional chains

 Starting point of functional anaylsis
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7. Validation and results
Functional safety extensions: Risk analysis support
 User configures controllability, severity and exposure for hazard events

 ASIL determination using automation scripts

 Support available in block definition diagram and also in table view
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7. Validation and results
Functional safety concept (FSC): BuzzerOn

 The FSC added to item function, architecture is also extended with safety 

relevant blocks

 FSC monitors item function

 Similarly, technical safety function monitors system function
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Cybersecurity extensions: Threat analysis
7. Validation and results
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 Assets are classified based on stereotypes: Process, DataFlow, DataFlowBlock, 

DataStore, ExternalEntity

 For instance, ESP and MG1 are assets classified as <<Process>>



Cybersecurity extensions: Risk assessment
7. Validation and results
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 STRIDE threats are generated inside model elements

 Threat level, Impact level and Security level automatically determined for each threat



7. Validation and results
Traceability: cybersecurity and functional safety table views

Cybersecurity requirements table
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Functional safety requirements table



7. Validation and results
Diagram Views: filter safety and security relevant elements from 
BDD,IBD,UCD and AD
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Functional safety view based 

on <<FunctionalSafety>>

Cybersecurity relevant view  

based on <<Cybersecurity>>



7. Validation and results
Model checker: safety and security relevant checks
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 Safety checks for hazard events, safety goals and functional safety requirements

 Security checks for cybersecurity requirements



7.Validation and results
Discussion: Realistic assessment 

 Complexity of models: total diagram counts ≈ 30 pages document

 Descriptive information managed in the model as tags, attributes, comments

 Summarizing tables can be generated 
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Sl no. SysML diagram or model elements Count

1 Block definition diagram 3

2 Internal block diagram 3

3 Use case diagram 1

4 Activity diagram 12

5 Requirement diagram 2

6 Diagram view 2

7 Table view 8

8 Stereotypes 32

9 Query 4



7.Validation and results
Discussion: Realistic assessment, BOSCH expert feedbacks

Positives:

MBSE with automations improve 

efficiency

 Integration of functional safety with 

systems engineering reduces 

overheads

Negatives:

 Choice of prototype is not much of 

interest for functional safety user 

world

 A parallel light architecture for MIL 

better than safety concept to make 

buzzer sound

Positives:

 Ideas for threat analysis and risk 

assessment tool

 Approach relatable with the current 

non MBSE practice at Bosch

 Integrating functional safety and 

cybersecurity within MBSE is 

commendable

Negatives: 

 Replacing the current practices still 

challenging due to dependency with 

specific open source tools
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Functional safetyCybersecurity



7.Validation and results
Discussions

Advantages

1. Danger: formal assessment by just 
clicking at threats

2. The user needs to remove non-
significant threats

3. It demands at least an intermediate 
level knowledge in SysML for functional 
safety and cybersecurity experts 

4. All the SPES models not used for 
prototyping
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1. Seamless workflow: models, 
automations and model checker

2. The completeness and traceability
criteria are achieved

3. The model checker and automations
enhance the usability of the models 

and increase efficiency

4. Method implementation is only once 

and it provides reusability

5. The system development, 
functional safety and cybersecurity
assessment go in parallel using single 

model source

Disadvantages



Summary
8.Conclusion
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Integrated MBSE assessment approach for functional safety, 
cybersecurity and systems engineering

Concept is validated based on criteria: completeness, 
traceability and automation

Guidelines of functional safety standard ISO26262 and 
Microsoft STRIDE based HEAVENS model are incorporated

Approach is validated in a real project scenario with MIL 
and ESP



Outlook: some feasible future works
8.Conclusion
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Technical cybersecurity 
concept creation

Automatic document 
generation from SysML 

models

Integrate model 
based attack tree

Increase the coverage 
of ISO26262 phases

Semi automated model based 
FMEA, RBD or FTA



THANK YOU!!!!
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https://www.aras.com/de-de/resources/all/mbse-business-of-engineering-aras-plm

https://press.zf.com/press/en/releases/release_8195.html
https://www.cisomag.com/upstream-security-partners-with-microsoft-to-defend-against-

automotive-cyber-threats/

https://www.aras.com/de-de/resources/all/mbse-business-of-engineering-aras-plm
https://press.zf.com/press/en/releases/release_8195.html
https://www.cisomag.com/upstream-security-partners-with-microsoft-to-defend-against-automotive-cyber-threats/
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