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Abstract: To manage the increasing complexity of modern automotive systems, development 

companies adhere to model based systems engineering (MBSE). Within MBSE processes, suitable 

modeling approaches need to be selected and combined. Modelling and simulation approaches include 

semi-formal modeling, software generation, engineering simulation and software emulation. Today, 

even the selection, tailoring and interfacing of modeling approaches can be supported within framing 

methodologies. Within such a digitalized development process context, the paper addresses the question 

how to use SysML modeling to support efficiently the functional safety as well as the cybersecurity (IT 

security) assessment of developers within the early stages of the system development process in the 

automotive domain within MBSE. The feasibility of the approach is realized by the development of a 

concept for functional safety and cybersecurity analysis within the Software Platform Embedded 

Systems (SPES) framework. The concept is documented with metamodels and is backed by SysML 

profiles which extend the SPES profile within the IBM Rational Rhapsody environment. The profile 

for cybersecurity analysis supports assessment of developers at the system level adhering to the 

guidelines of the Microsoft STRIDE based HEAling Vulnerabilities to Enhance Software Security and 

Safety (HEAVENS) security model, specifically for automotive. SysML model-based prototypes, i.e. 

SysML system designs including their functional safety and cybersecurity assessment, are developed, 

which validate the approach within an automotive MBSE pilot project. A sample prototype application 

shows the feasibility of the approach and allows to estimate the effort of SysML supported functional 

safety and cybersecurity assessments of developers within a SPES conform environment. Main results 

include the feasibility of reuse and further development of SPES oriented SysML models (e.g. context, 

scenario, goal, function) intended for system design. The functional safety and cybersecurity relevant 

model extensions and refinements are realized within these system models. The refinements and 

extensions result in functional safety relevant models which support item definition, hazard and risk 

analysis, functional safety concept and technical safety concept. Similarly, cybersecurity relevant 

SysML models help in Target of Evaluation (TOE) description, threat analysis and risk assessment and 

cybersecurity requirement derivation according to the HEAVENS approach. The automations imparted 

on these extended SysML models by using helpers enhance the usability. For instance, helpers provide 

automatic functional safety and cybersecurity parameter determination within models (e.g. ASIL 

determination, security level derivation) and filtered graphical views based on inputs of developers. 

Together with a model checker they assist fast execution of the analyses, consistency checks and 

generation of the assessment artifacts, e.g. tabular overview of risks and their control.  

 

 

1.  INTRODUCTION 
 

The deployment of the systems engineering approach in the automotive domain is enforced by growing 

complexity, integration needs, complex supply chains [1] and increasing (functional) safety and security 

demands [2]. Model based systems engineering (MBSE) [3] applies systems modeling as part of the 
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systems engineering process to support analysis, specification, design, tests, verification and validation 

of the system being developed, e.g. as required by the V-model [4]. The important artifact of such an 

approach is the development of a coherent shared digital model of the system. This has many advantages 

compared to (digital) document-based approach by improving the specification, enhancing the design 

quality and consistency, reusability of design and specification artefacts and better communication 

among the development teams. Thus the quality aspects such as consistency, understandability and 

well-formedness are enhanced [3].  

 

The systems modelling language (SysML) [5] is a general-purpose semi-formal graphical language for 

modeling systems that consist of hardware, software, data and other elements within a physical-

engineered environment. It is used for the modeling of requirements, of structure and behavior, and 

related parameters to provide a description of a system, its components and its surroundings. Thus, 

SysML is a good candidate to implement an MBSE approach. The effective use of SysML is possible 

only if a well-structured methodology is followed [6]. In addition, its way of application needs to be 

adopted to the MBSE development process. In particular, to go beyond proof of principle applications, 

e.g. to functional safety [7] [8] [9] [10].  

 

The frequent failure of current model-based development approaches in practice is mainly due to lack 

of modeling (of modeling) theories and missing integration of theories, methods and tools. Another 

issue is that tool chains are tailored according to existing development processes rather than 

development processes adopted and updated with respect to best practice available tools, in particular 

in big companies [11]. The transition from one model to another is error prone. This is because models 

applied are often based on separated and unrelated modeling theories [12].  

 

The competitive pressure is very high in the embedded systems market, thus time to market and 

development costs are strong drivers. The inability to deliver high quality embedded systems can cause 

direct financial consequences or threat to people [13]. For instance, the well-known vehicle recalls from 

Ford [14] and Toyota [15]. Other examples include the infamous delivery delays of the IEC train 

generation 3 by Siemens due to the safety issues [16] or the more recent safety problems in Boeing [17]. 

In addition, the IOT (Internet of Things) approaches, connected infotainment, car communication in 

wireless networks, remote updating and maintenance, etc., pave the way to cybersecurity measures. 

 

Many similarities are identified between safety and security processes. This overlap can be used to 

define a comparable process flow and assessment technique between both dependability topics [18]. 

However, when compared to (functional) safety processes, IT-security assessment and generation 

processes are less established [19], in particular in the (automotive) embedded domain, even less when 

aiming at joint or similar modeling approaches [20].  

 

A typical scenario in automotive supply chains is that engineering service providers, e.g. [21], work for 

Original Equipment Manufacturers (OEMs) and offer services in the development of systems, functions 

and software for powertrain, safety, vehicle dynamic and infotainment system, and electrical and 

electronic integration of these systems, the complexity of which ask for the MBSE approach. In 

addition, the functional safety and cybersecurity requirements in the projects are crucial. Most relevant 

standards are ISO26262 [22] for automotive functional safety, Automotive SPICE (ASPICE) ISO/IEC 

33004 [23] for process management, Safety of Intended Functionality (SOTIF) ISO/PAS 21448 [24] 

for autonomous driving, and the novel cybersecurity standard ISO/PAS 21434 [25], etc. However, such 

processes are now still heavily based on digital document-based approaches and often not conducted 

jointly.  

 

In this scenario, the motivation of the paper is to help functional safety and cybersecurity engineers in 

their assessment work in a complex project environment in the early phases of system design. In 

particular, to support them in the preparation of SysML artefacts covering functional safety and 

cybersecurity risk assessments, requirements determination of functional safety and cyber security, also 

regarding related method selection in terms of assignment of levels of rigor for development. This is 

implemented on design concept level and for later verification and validation. Hence the present paper 
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addresses the following best practice research gaps: (i) How to integrate functional safety and 

cybersecurity analysis within the MBSE approaches like SPES? (ii) How to reduce the efforts of manual 

approaches to system development with respect to traceability, completeness, partial automation? (iii) 

How do model based approaches help for more effective management of complex development 

lifecycles when compared to document-based approaches? (iv) How to substantially support the 

implementation of best practice functional safety and cybersecurity standards in MBSE approaches 

using semiformal models? (v) How to validate the approach? 

 

The paper is structured as follows. Section 2 shows the main research gaps regarding MBSE in the 

automotive domain for functional safety assessment and cybersecurity assessment using semiformal 

models. Section 3 describes analysis work done to map different processes in functional safety and 

cybersecurity assessment of the automotive domain to model based methodologies and semi-formal 

language paradigms. The concepts are documented as metamodels. It also explains further approach 

specifications and hints at criteria-based concept validation, respectively using the SysML metamodels. 

Section 4 deals with the implementation of the approach and its validation by prototyping. The 

stereotypes, tags used in various SysML diagrams, the automations realized using these models and the 

helpers and model checker applications are tested regarding the support of functional safety and 

cybersecurity assessment of developers. Finally, discussion and assessment at implementation level is 

conducted. Section 5 presents conclusion and outlook.  

 

2.  STATE-OF-THE-ART AND GAPS: SEMI-FORMAL BASED SAFETY AND 

SECURITY ASSESSMENT WITHIN MBSE USING SPES XT AND SYSML 
 

Not focusing on a core-centric manner, i.e., implementation-relevant documentation, it is challenging 

to shift to a more effective process that is requirement-driven and architecture centric [26]. To this end 

The International Council on Systems Engineering (INCOSE) came up with the MBSE methodology 

which is based on ISO/IEC/IEEE 15288 standard [27]. Along these lines, the Software Platform for 

Embedded Systems (SPES) [12] is a model-based methodology which aims at seamless integration of 

different related processes and models. It focuses on the modeling of safety relevant aspects by 

integrating the safety aspects within the development processes and its models using analyses models, 

which are developed in accordance with the principles of the overall model-based development (MBD), 

aiming at better consistency and traceability among different safety analyses methods and techniques 

[28]. It helps in leveraging synergies between integration of different models [26]. The main concept 

used in SPES is the use of abstraction layers, views and viewpoints [29]. The system under development 

can be designed at various levels of abstraction based on their structural significance. Views and 

viewpoints are used to handle the concerns of different stakeholders in the complicated engineering 

process [29]. A view represents a whole system from the perspective of a related set of concerns and 

viewpoint which defines how to use the view [30]. 

 

When comparing IBM Telelogic Harmony-SE, INCOSE Object Oriented Systems Engineering Method 

(OOSEM), IBM Rational Unified Process for Systems Engineering (RUP SE), Vitech MBSE in 

extension of [31], SPES [32] is the only approach along with Vitech MBSE which covers the attributes 

framework, functional safety, SysML, simulation and integration of models. This shows the 

significance of the SPES approach. However, none of the listed MBSE frameworks covers cyber 

security. Other dimensions could be costs of the approach or tools and number of publications referring 

to the approach, i.e. scientific acceptance, user acceptance, level of formal proofing etc. 

 

The research gaps that have not been addressed in SPES 2020 include the quality aspects, namely 

variability, early artifact validation, etc., which are prerequisites for the development process to be able 

to apply the SPES framework [32]. The extended version of SPES 2020 methodology called SPES XT 

[13] focused on solving some of the problems and challenges in SPES 2020. SPES XT improves the 

integration between software and systems engineering, optimal deployment of software to hardware, 

early validation and modular safety assurance. The modular safety assurance is based on the Open 

Safety Model [13]. Again, the cybersecurity aspects are also not discussed in SPES XT.  
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Functional safety has already been assessed using SysML models at various level of abstraction, see 

[33]. However, often not within a MBSE context, i.e. not being framed by an overall modelling 

environment such as SPES for the (automotive) embedded domain. Also, rather few applications focus 

on the concept phase of ISO 26262 regarding hazard and risk analysis (HARA), as in the present 

approach, but rather on using SysML for formalization visualization.  

 

In general, the cybersecurity evaluation methodologies to identify security vulnerabilities in the 

automotive E/E systems are not well established as compared to safety [34]. The dedicated 

cybersecurity standard for the automotive domain is the rather new standard ISO/PAS 21434 [25]. The 

HEAVENS [18] (HEAling Vulnerabilities to Enhance Software Security and Safety) security model 

aims to provide a framework to identify security needs in complex embedded systems in the automotive 

domain. The model is developed mainly based on the state of the art of threat analysis and risk 

assessment methodologies used in other non-automotive industries like telecommunication, IT, defense, 

and web applications [34].  

 

For informed selection, different cybersecurity methodologies and dependency with HEAVENS are 

compared in extension of [34] considering application domain, coverage of threat, vulnerability and 

risk assessment: Common Criteria (CC), Operationally Critical Threat, Asset, and Vulnerability 

Evaluation (OCTAVE), The European Telecommunications Standards Institute (ETSI), Open Web 

Application Security Project (OWASP), Microsoft STRIDE [35], E-safety Vehicle Intrusion Protected 

Applications (EVITA), SECTRA model, Common Vulnerability Scoring System (CVSS), and 

Common Vulnerability Scoring System (CVSS). For threat analysis, STRIDE is selected because it 

categorizes the threats in a generic way and is applicable to the embedded automotive domain.  

 

For instance, the threats which are specific as described in EVITA [36] come as subset of the threat 

categories in STRIDE. Moreover STRIDE is threat centric, which means that final outputs of attacks 

get highlighted rather than focusing on specific attacks [35]. The vulnerabilities are exploited by threats 

from attackers. This causes risks to the assets. An injective mapping of threat to vulnerability is not 

feasible since a vulnerability can lead to many threats and a single threat can exploit many 

vulnerabilities. Common Criteria (CC) [37] and WIFFs [38] provide generic mappings only. The risk 

assessment part of HEAVENS derives the security level from the threat level, which represents the 

attack potential, and the impact level, which relates to the impact component of the risk.  

 

Parameters used to calculate threat level in attributes in different methodologies can be compared for 

the just listed security assessment frameworks. The threat level parameters are mainly in alignment with 

CC. In HAEVENS, the elapsed time is not considered as compared to CC, because of its use of the 

following parameters (categories): expertise, knowledge about target of evaluation (TOE), window of 

opportunity, and equipment. Parameters used to calculate the impact level in different methodologies 

can as well be compared. The possible consequences of successful attacks on the TOE is determined 

considering the impact level factors. HEAVENS uses, similar to the business impact factors of OWASP 

and EVITA, the factors safety, financial, operational, privacy, and legislation.  

 

In summary, also further reviewed works hint at the feasibility and usefulness of SysML/UML 

extensions for system cyber security assessment of developers also jointly with functional safety and as 

starting point for in parts automated assessments in the concept phase of automotive (embedded) system 

developments. However, they are so far typically applied only in slightly other fields such as networks, 

at organizational level, IoT-Applications, Industrial Control Systems (ICS) and focus on the application 

of specific methods and are also not embedded in a MBSE framework. 

 

3 ANALYSIS, CONCEPT DEVELOPMENT AND METAMODELLING  
 

For brevity of presentation and explicit illustration the focus is from now onwards on the SysML 

supported cyber-security assessment according to the HEAVENS approach within the SPES MBSE 

framework, for a similar approach for functional safety see [33]. HEAVENS’s cybersecurity assessment 
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can be divided into three steps, which need to be covered and documented by the system developer, see 

Figure 1:  

1. Threat Analysis: The TOE is the feature or subject for analysis. It is analyzed for STRIDE 

threats. The TOE or its dependent functional use cases are represented in Data Flow Diagrams 

(DFDs). The identified security threats are mapped to the assets. Assets are entities in a data 

flow diagram which are classified as process, data flow, data store or external entity. The 

mapping is done between threats and security attributes. 

2. Risk Assessment: The mapping between STRIDE threats and assets, impact levels and threat 

levels are used to determine the security level. 

3. Cybersecurity Requirement derivation: The mapping between STRIDE threats and assets and 

security levels are considered to formulate security requirements. 

 

 
Figure 1: Work flow of HEAVENS [34] in OMG SPEM (Software and Systems Process 

Engineering Metamodel) diagram [39]. 

 

Table 1 shows the STRIDE threats with security attribute mapping, while also explaining the acronym 

itself [40] [34]. 

 

Table 1: STRIDE threat and security attribute mapping [34]. 

STRIDE Threat Description Security attribute 

Spoofing (S) attackers pretend to be someone or something else Authenticity, Freshness 

Tampering (T) attackers change data in transit or in a data store, attackers may 

change functions as well – implemented in software, firmware 

or hardware 

Integrity 

Repudiation (R) attackers perform actions that cannot be traced back to them Non –repudiation, 

Freshness 

Information disclosure (I) attackers get access to data in transit or in a data store Confidentiality, Privacy 

Denial of service (D) attackers interrupt a system’s legitimate operation Availability 

Elevation of privilege (E) attackers perform actions they are not authorized to perform Authorization 

 

In the STRIDE-per-element variant, every element in the DFD is evaluated for STRIDE threats. In 

STRIDE-per-interaction variant, the interaction of every element in the DFD is the basis for threat 

evaluation. For the automotive domain application, the STRIDE-per-element variant is better than the 

STRIDE-per-interaction [41]. Table 2 tabulates the STRIDE-per-element mapping with DFD elements. 

 

Table 2: SRIDE-per-element mapping [41]. 

DFD element type S T R I D E 

External entity x  x    

Data Flow  x  x x  

Data store  x x x x  

Process x x x x x x 
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The three analysis steps of HEAVENS (see throughout also Figure 1) covered by the MBSE approach 

can be summarized, using Table 1 and 2:  

• Cybersecurity assessment as per HEAVENS model uses Microsoft’s STRIDE threat model 

[34]. The concept of TOE is the starting point for the assessment. It is similar to Item as used 

in ISO26262. Threat as used in STRIDE is the security counterpart in cybersecurity similar to 

hazard as used in ISO26262. 

• The HEAVENS methodology performs threat analysis and risk assessment (TARA) to derive 

security levels, which are comparable to Automotive Safety Integrity Level (ASIL). The threat 

analysis is conducted based on data flow diagrams of the functional use cases related to TOEs. 

STRIDE threats are assigned to the assets for each TOE. Threats are mapped to security 

attributes which are also assigned to the asset. 

• Impact level and threat are the 2 parameters used within the risk assessment to derive the 

security level. The cyber security requirement is assigned to an asset. The asset will be mapped 

to its associated threat and security attribute and also to the security level. The asset assigned 

with threat, security attribute and security level are the main attributes connected to a 

HEAVENS’s cybersecurity requirement.  

 

In the present application context, the system and software development consist of models in 3 layers. 

A higher layer which is context relevant. The context here represents the project as well as technical 

level. The next level defines the system and the third layer focuses on hardware (HW) and software 

(SW). These levels are mapped to the abstraction layers in SPES which are Context Layer, System 

Layer and HW/SW Layer. In each of these three abstraction layers, the viewpoints are developed 

namely, Requirement viewpoint, Functional viewpoint, Logical viewpoint and Technical viewpoint.  

 

Apart from the mapping of abstraction layers and viewpoints with different models relevant to safety 

and security attributes, the concept development incorporates automation. The automation is realized 

using helpers [42] which are independent of abstraction layers and viewpoints. Helpers are custom 

programs that one attaches to the models to enhance their functionality. A model checker implemented 

with custom checks is an add-on to the approach generating additional artefacts based on the system 

model and the assessment inputs of the system developer. In general, this mapping structure can be used 

in all projects. But all the four viewpoints may not be needed for safety or security assessment in every 

layer. The SysML support in such processes enhances the efficiency of the work in the case of cyber 

security assessment. In Table 3, SPES mapping with HEAVENS phases are tabulated.  

 

Table 3: SPES mapping with HEAVENS workflow phases.  

 Viewpoints 

Abstraction layers Requirement Functional Logical Technical 

Context TOE description, 

Cybersecurity 

requirement derivation 

TOE description, 

Threat analysis, Risk 

assessment 

TOE description, 

Threat analysis, Risk 

assessment 

 

System Cybersecurity 

requirement derivation 

Threat analysis, Risk 

assessment 

Threat analysis, Risk 

assessment 

Threat analysis, 

Risk assessment 

HW/SW Cybersecurity 

requirement derivation 

Threat analysis, Risk 

assessment 

Threat analysis, Risk 

assessment 

Threat analysis, 

Risk assessment 

 

Next, SysML metamodels are used to represent the SPES methodology and also to represent the present 

extension of SPES to IT-security allowing its use by developers within MBSE environments like IBM 

Rhapsody. The graphical/semi-formal metamodeling makes the steps and dependencies more 

transparent.  

 

Figure 2 and Figure 3 show the Block Definition Diagram (BDD) metamodels for cybersecurity 

assessment as applied by system developers. In Figure 2, the TOE description is shown. TOE shows 

similar associations with SysML model types as can be used in the case of Item. Similarly, the goal 

model according to ISO 26262 is replaced by a data flow model in case of cybersecurity assessment. 

DataFlowModel has aggregation including SysML Activity Diagrams (ADs), SysML Block Definition 

Diagrams (BDDs) [43] [44], etc. The arrows and lines show the relations among different entities that 
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that can be used by the developer. In [45], there are similar uses of diagram types for SysML 

metamodeling.  

 

In Figure 3, the threat analysis and risk assessment metamodel is shown. Each TOE has composition 

(i.e., strong aggregation) of Asset. Each Asset has a number of STRIDEThreat tags of type STRIDE. 

The Asset is generalized by the application of stereotypes <<Process>>, <<DataFlow>>, 

<<DataFlowBlock>>, <<DataStore>>, and <<ExternalEntity>>. These stereotypes create a list of 

STRIDE threats within the asset. <<CyberSecurityRequirement>> is a generalization of SysML 

Requirement. It is allocated to the Asset.  

 

 
Figure 2: BDD metamodel for cybersecurity assessment showing TOE description that can be 

used by developer.  

 

 
Figure 3: Metamodel for cybersecurity assessment of HEAVENS workflow for risk assessment.  

 

The SysML metamodel can be assessed regarding the coverage of the HEAVENS cyber-security 

approach and its capability to relate to relevant SysML diagrams of the system models showing that 

TOE description is covered using BDD, Use Case Diagrams (UCD), ADs, and Internal Block definition 

Diagrams (IBD) and related associations [46, 47]. Threat analysis is covered by stereotypes that 

generate tags in corresponding model elements like block, object flow, actor, etc. Risk assessment is 

conducted using helpers, and cybersecurity requirements can be modeled using SysML Requirement 

Diagram (RD), also by extracting its information in a tabular form. Thus, completeness, traceability and 

automatability of the approach are ensured.  
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4.  IMPLEMENTATION, PROTOTYPING, RESULTS AND DISCUSSION 
 

The implementation and validation of the approach based on the metamodels is done by prototyping. 

The section contains SPES packaging associated with the concept, the related models, automation 

combined with stereotyped models and the discussion on model checking. It elaborates the validation 

of the concept with the help of prototypes in a pilot system engineering project. It also discusses a 

quantitative assessment of the implementation.  

 

SPES abstraction layers and viewpoints (see section 2) are visualized in the SysML Package Diagram 

(PD) structure in Figure 4 to show the organization of SysML models in different packages, similar as 

in [5, 48]. Note that views and viewpoints are a collection of models viewed together. These models or 

a single model can spread among several abstraction layers.  

 

 
Figure 4: SPES oriented and extended package structure. 

 

As introduced in section 3, the various models required to integrate SPES, HEAVENS, ISO26262 and 

SysML are context model, scenario model, goal model, requirement model, function model, structure 

model, behavior model and data flow model. Note that the first five are standard modeling names in 

SPES [49, 50], whereas the last three have been introduced specifically. Each model consists of suitable 

combinations of SysML diagram types as presented in section 3.  

 

In Table 4, the mapping of model elements which relate with SPES, ISO26262 and HEAVENS are 

distributed among different SPES abstraction layers and viewpoints.  

 

Table 4: Mapping of model elements used in SPES’s abstraction layers and viewpoints. 

 Viewpoints 

Abstraction 

Layers 

Requirement  Functional Logical Technical  

Context  Context, scenario, goal, 

requirement (functional 

safety and 

cybersecurity) 

Item function, TOE 

function, functional safety 

concept 

Item, hazard, 

operational situation, 

hazard event, TOE, 

asset, threat 

 

System  Requirement (functional 

safety and 

cybersecurity) 

System function, technical 

safety concept, function 

associated with asset 

Logical components in 

item (system), asset, 

threat 

ECU, sensor, 

actuator, 

interface 

HW/SW  Requirement (functional 

safety and 

cybersecurity) 

SW function, safety related 

SW function, HW function 

Logical SW, HW 

elements, asset, threat 

HW and SW 

classes, 

interfaces 
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For automation and model checking, IBM Rational Rhapsody provides application peripheral interfaces 

(APIs) [51] in programming languages, C++ and Java. The helpers as introduced in section 3 invoke 

the programmed automation scripts that support SysML models [42]. In present approach, Java APIs 

for the Rhapsody model interface and Java interfaces for the model checker are used to implement 

automations using the Rhapsody software development kit (SDK) in Eclipse IDE environment.  

 

The following automation concepts are used:  

1. The security level is automatically determined from the impact level and threat level assigned 

to each STRIDE threat by the developer. The threat level and impact level are also calculated 

automatically based on its parameters. The security attribute related to the threat is also mapped 

to the threat.  

2. For implementation of the approach, a third-party model checker has been extended and custom 

checks are using Java plugins. The third party model checker includes a custom user interface 

which displays the checks and their results. 

3. Diagram views were implemented to graphically isolate certain modelling elements to improve 

readability and reduce complexity.  

For instance, the color change is applied to the graphical elements in an activity diagram which shows 

the technical safety concept based on and visualizing assessment inputs. This helps to distinguish 

normal functions from safety relevant functions graphically. Note that this feature is different from 

diagram views. 

 

The validation of the approach is performed using and extending available SysML model-based 

prototypes of a pilot project undertaken in Bosch Engineering GmbH. The system Malfunction Indicator 

Lamp (MIL) Heteronomy and its features are chosen for which the development and analysis are carried 

out in SysML in an IBM Rhapsody environment. It indicates the malfunction or fault in the engine 

management system of interest (SOI) via the instrument cluster of the vehicle. The term heteronomy is 

used because the MIL system indicates fault in engine system due to foreign or external factors affecting 

the engine. For instance, ESP (Electronic Stability Program) [52] break down can lead to higher engine 

emission. MIL heteronomy indicates this issue via the cluster.  

 

The cybersecurity assessment approach is based on TOE description, see Figure 2. The assets are 

classified by the developer according to HEAVENS based on following stereotypes: <<Process>> 

applicable to SysML block and swimlane, <<DataStore>> applicable to SysML block and swimlane, 

<<DataFlow>> applicable to object flow in activity diagram and swimlane, <<ExternalEntity>> 

applied to actor in use case diagram, <<DataFlowBlock>> is an additional stereotype that serves the 

same purpose of <<DataFlow>> but is applied to the block instead of the object flow.  

 

 
Figure 5: Cybersecurity stereotypes applied to block elements of TOE. 
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The STRIDE threats associated with the stereotyped assets are listed as tags. The threat analysis phase 

is initiated by the application of stereotypes to the diagram elements by the developer as shown in Figure 

5. The stereotypes make the diagram components cybersecurity relevant and hence requiring further 

assessment by the developer. As an example, in Figure 5, to the block ESP the stereotype << Process>> 

is applied. This is due to the fact that ESP symbolizes a logical electronic control unit (ECU) system 

and this is a process element according to the data flow model based on HEAVENS. Similarly consider 

Gateway: it is related to the dataflow element in dataflow model in HEAVENS. Hence the stereotype 

<<DataFlowBlock>> is used. Such diagrams can also be used to color cybersecurity relevant elements.  

 

These diagram elements are the Assets associated with TOE in the HEAVENS model. The stereotypes 

generate threats as SysML tags within the Assets. In Figure 6(a), the Asset ESP which is a process 

entity, is mapped to the list of STRIDE threats, see Table 1. The cybersecurity attribute mapped to each 

threat is generated as a tag within Threat. Similarly, all the elements with cybersecurity relevant 

stereotypes Process, DataFlow, ExternalEntity, DataStore and DataFlowBlock generate threats.  

           
Figure 6: (a) Sample threats are listed and stored within the block ESP (left hand side) based on 

input of developer. (b) Impact level, threat level and security level for the threat are determined 

using helpers (right). 

 

See Figure 6(b) for further illustration. The Threat1 Spoofing has the inner tag SecurityAttribute and 

the value is set to authenticity and freshness, see Table 1. The risk assessment step involves that the 

developer assigns the impact level and threat level to the threats based on the relevant parameters. The 

result of risk assessment is to derive a security level for the threat. The helper “Calculate Security Level” 

calculates impact level, threat level, security level and the values are assigned to corresponding tags, 

see Figure 6(b) based on the input of the developer.  

 

Finally, the sample table view screenshot of Figure 7 gives an sample outlook on the cybersecurity 

requirements, its allocated assets, associated threats, security attributes and security levels, as 

determined by the developer.  

 

 
Figure 7: Table view of cybersecurity requirements. 
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An example of model checking application is given in Figure 8. The cybersecurity assessment relevant 

checks are as following. The cybersecurity requirement with empty Asset, SecurityLevel, 

SecurityAttribute, ThreatType is listed under Errors, since the assessment is not yet completed. 

Cybersecurity requirements with SecurityLevel value Critical are listed under Warnings. It is possible 

to implement any number of checks under safety and security using a similar procedure and 

programming approach as indicated. This ensures completeness and documentation as asked for in 

section 1 and section 2.  

 

Roughly round 30 diagrams are used to perform the joint functional safety and cybersecurity 

assessment. Some model elements like blocks, tags, requirements, etc. which do not form a part of the 

listed diagrams, are also involved in the implementation: 3 BDDs, 3 IBDs, 1 UCDs, 12 ADs, 2 RDs,  

2 Diagram views, 8 Table views, 32 Stereotypes and 4 Queries. The SysML is modeled in a single 

Rhapsody project which handles everything starting from system development, functional safety 

assessment and cybersecurity assessment. Note that the descriptive information that is normally 

provided (e.g. Safety/Security case) as document (typically in structured tables) can also be managed 

in the model using description fields, tags, attributes and comments, directly within diagrams. On the 

other hand, of course such summarizing tables can be generated from the prototype model extended 

with functional safety and IT-security SysML extensions as described. Thus, MBSE requirements as 

asked for in section 1 are met.  

 

 
Figure 8: Model checker results regarding formal consistency and completeness of developer 

inputs for joint functional safety and cybersecurity assessments in Rhapsody model. 

 

Inspection of effort estimates in Table 5 reveals that for real world applications, where MBSE SysML 

system models according to SPES can be assumed to be already existing, the extra effort for a SysML-

supported joint functional safety and cybersecurity assessment by developers is rather limited.  

 

Table 5: Effort of implementation and estimate of application in different phases in hours. 

                                      Implementation phase 

 

 

Type of work 

SysML modelling Helper 

programming, 

Helper testing 

Model checker 

development, 

Model checker 

testing 

Implementation of approach including SysML 

profiles with stereotypes, tags, helpers, model 

checkers 

35 h 126 h 

(programming) 

63 h 

Application to prototype 105 h 14 h (testing) 7 h 

Real application of similar complexity Only time needed for 

SysML model building 

according to approach 

0 h 0 h 

 

5.  CONCLUSIONS 
 

The advantages of the implementation for cybersecurity are as following: A seamless workflow is 

proposed and realized with extended SysML models, tags, stereotypes and helpers which support the 
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developer in cybersecurity assessment as well as automations and model checker based on the inputs. 

The completeness regarding cyber threats assessment by system developers is achieved in a formal 

manner in terms of fulfilling the HEAVENS process. The approach ensures traceability in all layers of 

system development using the SPES MBSE framework. The model checker and automations using 

helpers enhance the usability of the extended SysML models and increase their efficiency to document 

the HEAVENS assessment process conducted by system developers. The functional safety approach 

has been formalized and implemented in a similar way as the cybersecurity assessment process. The 

method implementation needs to be conducted only once and hence provides reusability. System 

development, functional safety and cybersecurity assessment go in parallel using a single model source.  

 

The disadvantages of the approach include: There is the danger of formal conduction of functional 

safety and security assessment by just clicking at threats and entering assessments. Stereotypes supply 

many potential threats and the user needs to be careful to remove non-significant threats and to identify 

relevant threats, more generally more recent threat types might be lacking at all. The approach demands 

at least an intermediate level knowledge in SysML for functional safety and cybersecurity experts. 

Potentially not all useful SysML models needed for real system SysML modelling have been considered 

to describe systems completely.  

 

The major implementation outcomes of the work included profiles for functional safety and 

cybersecurity which support the SPES profile and are conformal to it, with stereotypes, tags, model 

elements, helpers, model checker etc. The prototype SysML diagrams (the extended SysML model of 

the prototype), which used these outcomes, were also end products. They consisted of SPES based 

models in different layers and viewpoints. The visual paradigms were used to represent functional safety 

and cybersecurity relevant artefacts in the project. For instance, item, TOE, assets, functional safety 

concept, cybersecurity requirements, etc.  

 

In summary, the methodology helps functional safety, cybersecurity and systems engineers to perform 

the human assessment in a better way compared to document-based approaches in terms of traceability, 

partial automation and management of complex project scenarios. Moreover, it was studied, how to 

effectively use SysML models to support international standards in automotive industry settings.  

 

Some future scope and extensions feasible are listed. Straightforward extensions include: The item and 

threat categories within the HEAVENS approach could be (moderately) updated according to new IT 

architectures and a changing threat landscape, e.g. wireless sensor networks. In cybersecurity 

assessment within the HEAVENS approach, the technical cybersecurity concept creation and 

application deriving from the high level requirements as proposed within the approach could be 

implemented. Automatic document generation from SysML models is feasible (e.g. with the help of 

Rhapsody publishing engine interfaces [53]). One could allow for additional inputs and classifications 

of cyber threats, including counter measures. More complex extensions include: To identify options to 

make the approach a learning system in terms of additional potential inputs proposed to the developer 

and by challenging human input decisions, e.g. by asking for arguments that could be rated by other 

experts using the system, or to integrate a model-based attack tree (semi-automatic generation) for 

cybersecurity analysis.  
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