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The equipment of control rooms with computer-balsethan-system interfaces (HSIs) goes along with riesbée
changes in the work of operators. However, whilgerdetailed, publicly available methods of humaliatslity analysis
(HRA) cover support of operators’ actions with centional interfaces, published methods for advaringtfaces are less
detailed and require further development in ordebé readily applicable in practice.

This paper presents a methodological approach supmpa systematic analysis of tasks specific faeliactions with
computerized interfaces applicable in control rooofizzarious domaindt provides generic categories of interface-specif
cognitive tasks and actions, differentiating betweasks of process monitoring and control (primaagks) and tasks
necessary to enable and support the first kindasks (secondary tasks). These categories allovialeld decomposition of
activities with computer-based interfaces into ssges of actions and cognitive activities. Furthamn criteria for the
design of these interfaces were identified suppgré qualitative evaluation of cognitive workloandastress caused by the
required interactions with the interface. Basedtbese categories and design criteria, the develoggoroach allows a
systematic description of interactions with compiitesed HSIs and the identification of error potalst related to
unfavorable workload and stress.

[.INTRODUCTION

Main control rooms in various domains of processti are increasingly equipped with computer-bad&ds. These
offer typically information on several computer nitors at operator workstations or on large scresplays instead on
conventional layouts of control room panels. Intmns with computerized interfaces are largelyfgrened via soft controls
which are defined as “devices having connectionth aontrol and display systems that are mediatesoiftyvare rather than
physical connections” (Ref. 1, p.1-1) and less agaventional controls, such as knobs, buttons ayd.kControl rooms
characterized by computerized interfaces are aofled advanced control rooms. Other typical fesguof such control
rooms are higher levels of automation and commedroperator support systems or computer-baseequoes.

Human factors design and evaluation of computeraedrol rooms and, more generally, computerizedsH& safety
relevant tasks have been an issue for decades. \e¢oweo widely accepted method for the analysis assessment of
reliable computer-based human-system interacti@avaslable to the community of researchers andsusse Section lI). In
our opinion this situation can be traced back &ftllowing major reasons:

» Due to the technical capabilities of hard- andwgafe, a broad range of designs have been devebmbdnplemented
inside and outside the nuclear industry. It is¢feme a big challenge to provide a method whichpiglicable to a broad
range of conceivably quite differently designed poterized interfaces.

* Analysis and evaluation methods vary considerabith wespect to the models of human cognitive pengorce on
which the methods are based.

* Widely accepted methods for conventional interfgeeg. THERP, Ref. 2) are not applicable, becaush methods do
not adequately address digital HSIs as concludedwork of Boring (Ref. 3).

* Progress towards a widely accepted method is hapgdéexd by the limits of publicly available infornati about some
methods applied in important nuclear industries.

Some authors differ between tasks of controllinge@hnical system (primary tasks) and tasks of usirginterface
(secondary tasks such as navigating through meRediability of primary task-performance dependssatondary task-
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performance, because monitoring and control ofsgrstem may be delayed and (or) subject to errotedaxtent that the
interface does not adequately support quick, easycorrect access to and use of required infoomatnd control devices.

This paper aims at presenting a method for theyaisabf secondary tasks required by computerizets H8d the
contribution of secondary task-performance to primtask-performance in process control (see Sedtidnin an ongoing
R&D project, this method will be extended and ermdgahby providing data and guidance for quantifyiing reliability of
secondary tasks and their contribution. Future gmtsj will address the issue of allocating tasksaftrolling technical
systems to operators and automatic, computerizeidedein such a way, that the best possible sumi@afe human-system
interaction and, more generally, improvement oegabf the systems is provided. Results presemtdtis paper thus are
one step of a more comprehensive approach to thelafement of a method for analyzing and evaluatomputer-based
human-system interaction.

The next three sections will present the goal,rareary of the relevant state-of-the-art, and thehwebtfor the analysis
of human performance of secondary tasks and tleitribution to the performance of primary taskseTimal section will
discuss the method and give an outlook on its éutievelopment.

[I. GOAL
The goal of this paper is to present the concefitasils, scope and principal steps of a method wduplports the

» identification of secondary tasks, personnel havearry out in order to perform the primary taskstmnitoring and
controlling systems and processes important tdysafemeans of a computerized HSI,
» analysis of these secondary asks and their cotitiibto primary task performance.

Although the scope of the method is a very broaasl (8ee Section 1V), the presentation will be foduse computerized
main control rooms of nuclear power plants and rosefety-critical process industries representing main areas of
application of the method.

1. SUMMARY OF THE STATE-OF-THE-ART

Since method development has to take into accdumtstate-of-the-art achieved so far; the lattet wilefly be
summarized in the following.

[11.A. Effects of Interface-M anagement Tasksfor Performing Critical Tasks

O'Hara and colleagues state in the report NURE@&Bat ‘the primary tasks performed by nuclear power plant
operators are process monitoring and control. Tofgen these tasks in a computer-based system, tggerenust perform
secondary tasks such as retrieving information emifiguring workstation displays. These are callgérface management
tasks$ (Ref 4, p. iii). They distinguish between theléoling generic classes of interface managemenstask

» Configuring (setting up the HSIs in a desired agement);

» Navigating (accessing and retrieving of specifigeass of the HSI, such as a display);

* Arranging (adjusting the operator's view of theommfiation);

» Interrogating (tasks associated with asking infafomaprovided by HSIs and help systems);
» Automating (setting up shortcuts to make interfax@magement tasks easier).

Based on the results of an extensive research, NBJEBEO0 (Ref. 4) provides a theoretical model ofeiface
management effects on primary tasks: Accordindni® rnodel, limited cognitive resources have to ered between these
two groups of tasks because both use more or ksssively the same cognitive resources (e.g. tdterand working
memory) and of the same HSI elements (e.g. usagenoduse to start a pump or to retrieve displagegaFurthermore,
both types of tasks are dependent on each oth@ubepersonnel must perform interface management tasksder to
retrieve the information and soft controls relevianthe ongoing activities. Allocation of resour¢egprimary and secondary
tasks may therefore have the following adverseceffen task performance, in particular in situatiath high workload:



13" I nternational Conference on Probabilistic Safety Assessment and M anagement (PSAM 13)
2~7 October, 2016 « Sheraton Grande WalkerhillougeKorea » www.psam13.org

* Resource-limited effect: Primary tasks are delayedtherwise degraded, because the bulk of thauress have to be
allocated to secondary task performance. Resofiocggimary tasks performance may become too lichiteorder to
support correct primary task execution. Personreg} eng. miss important information, because atbenis focused on
secondary task performance.

» Data-limited effect: Primary task performance regsithe lion’s share of the available resourcesns€quently,
resources for secondary task performance beconlimded, that the latter cannot be correctly penfed. Since the
proper execution of primary tasks needs an adecgugiport by the activities pertaining to the see@pdasks (e.g.,
retrieval of required information about systems prmtesses), primary task performance may degnabde delayed

In addition, the following potential effects of @anface management tasks on primary task performhave to be
considered:

* The execution of secondary tasks could interrupt tdsk sequence of performing risk significantangi This can
promote failures of continuing the primary taskiwé wrong step or at least demands cognitive ressuo memorize
and recall the status of primary task sequencé imfarmation for a later usage.

* A wrong conduction of secondary tasks (e.g. acngsaiwrong display page) may promote failures imary tasks
such as the operation of a wrong control (on thaing display page).

» Similarity of HSI features that are used for risgnificant actions and interface management taskslead to errors
such as accidental operation of plant equipment.

In summary, O'Hara and colleagues offer a usefebrétical framework to identify, describe and ekplaffects of
interface management tasks on the performancefetfysaelevant tasks (Ref. 4). Their work emphasitesimportance of
considering these effects because of their safitigat nature. However the proposed categorieggfrface management
tasks are too broad to characterize effects of th&lign characteristics on the performance of tleesiwities and the
demands resulting from them on an adequate levelledéil. In addition, no guidance on how to analyaterface
management tasks and their effects on primary tasliszen.

I11.B. Effectsof HSl Characteristicson | nterface Management Tasks

Interface management demands are strongly relatéietdesign of the HSIs. In NUREG-6690 (Ref. 4) AUREG-
6947 (Ref. 6), US experts give overviews of desigated issues with respect to interface managenk@ntexample, the
limited size of screens is related to the “keyheftect” (see e.g. Ref. &yhich means that some relevant information is
hidden from view. As a consequence, the operator ma@e to carry out some serially demanding seagntdsks to get
access to information or soft controls. HSI desigay also affect the need for other activities thlamse belonging to
interface management, like activities to commumicatth other staff members. For example, if theeascto some
information is laborious and therefore demandinthtouser or not possible at an operator’s wolkstathis person may try
to get the needed information by interrogating keotrew member.

There is guidance for the evaluation of digital si88uman factors engineering guidelines (see NURE@®ORef. 7) as
well as for analyzing aspects of usability whichdefined in the international standard ISO 9241f(Rgas “the extent to
which a product can be used by specified usersh@ee specified goals with effectiveness, efficigand satisfaction in a
specified context”. According to Nielsen (Ref. %list broad concept is characterized by the followfivg attributes:
Learnability, efficiency, memorability, low erroate or easy error recovery and satisfaction. Tlaesemportant aspects
with respect to errors and workload emerging indbarse of human system interaction. That expltiesexistence of a
large variety of evaluation methods aiming at disecing usability problems, such as the approacheafristic evaluation
(e.g. Nielsen's Usability Heuristics, Ref. 10). Hower, there is no specific guide on how to anal&¢ characteristics with
respect to their influence on interface managengembands or other secondary tasks and their effactprimary task
performance. Due to the strong links between HSIgiteand the demands for such activities, the asthee a need for a
methodological approach taking these influences dttount at an adequate level of detail.

[11.C. HRA Methods with Respect to I nterface Management Tasks

The review of the state-of-the-art considered abdél methods for HRA. This part of the review wasied out for the
following reason: Design and implementation of athead control rooms have been stimulating the deveémt of HRA
methods of the so-called second generation. Irciplie, these methods should consider primary as agesecondary tasks
and, consequently, support the identification, gsia] and evaluation of secondary tasks and ttwitribution to primary-
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task performance. Second generation HRA methodsl tbherefore be a source of useful informationtfor development of
the method presented in this paper. In additiomréview was extended to first-generation HRA-méghaevhich are focused
on conventional HSIs. This extension of the revieas motivated by the fact, that some secondarstask quite similar in
conventional and advanced control rooms: It doésmake a great difference, if .e.g. the represemtaif a measurement on
a display page or on a conventional panel has tocobectly distinguished from neighboring presentesasurements. This
review led to the conclusion that HRA-methods & finst and of the second generation do not prosidé&ciently detailed
information. Major reasons are the following ones:

» For some methods such as e.g. MERMOS (Méthode ld'@an de la réalisation des missions opérateows [a sireté,
see e.g. Ref. 11), no sufficiently detailed docuration is available to the public (see Ref. 12).

* Methods can differ considerably with respect tofdeors and processes of human performance thieosheiare based
on. Consequently, there is no sufficiently unigoaaeptual basis which could be used as a startiiig for modeling
human performance of primary and (or) secondafstasd of the underlying cognitive factors.

* In many methods, primary and secondary tasks aremaot clearly distinguished. There is thus naff{siently) clear
guidance regarding the identification, analysisd @valuation of secondary tasks and their contidbuto human
reliability.

Secondary tasks are explicitly taken into acconrat few methods:

» Jang and colleagues describe a framework for etiafuaoft control execution errors (see e.g. R&f.14). In line with
the work of Lee and colleagues (Ref. 15), the fellg sequential steps related to the use of sofitrots are
discriminated in this framework: “Operation Seleati, “Screen Selection, “Control Device Selecticerid “Operation
Execution“. The second and third steps are secgrtdaks. Eight types of soft control human erromles are defined:
“Operation selection omission”, “Operation execatimmission”, “Wrong screen selection”, “Wrong deviselection”,
“Wrong operation”, “Mode confusion”, “Inadequateavption” and “Delayed operation”. Guidance for deti@ing the
corresponding error and recovery probabilitiesra/jged, but will not be presented in this paperolihs focused on the
identification and analysis, but not on the quatitre evaluation of secondary tasks.

* In the method HURECA (Human Reliability Evaluatar fControl Room Actions, see e.g. Ref. 16), extegdihe
Korean standard HRA (K-HRA, see e.g. Ref. 17),@ffof human-system interactions on human perfocmane taken
into account. “Screen Selection” and “Control Devigelection” are considered as secondary tasks dadtor called
“interface management complexity” is defined. Ttastor is supposed to reflect the influence of l@aki due to these
interface management tasks. Its magnitude is datechiby the number of operations using soft-cdstrthe number of
mixed uses of different kinds of soft controls, am& number of altering computer screens operatiisg soft-
controls” (Ref. 16, p. 8). However, the method ma¢ yet been practically applied (see Ref. 12) @adgeneral
application seems limited because it “was develdgestd on the features of the APR1400 MCR, and tnbigimodified
according to the features of each advanced maittraonom*“(Ref. 16, p. 9).

In summary, HRA methods do not provide a unique detdiled breakdown of secondary tasks into indigidactivities
or a clear basis for analyzing the cognitive penfance related to secondary tasks.

IV.METHOD FOR THE ANALYSISOF HUMAN PERFORMANCE OF SECONDARY TASKSAND THEIR
CONTRIBUTION TO THE PERFORMANCE OF PRIMARY TASKS

In the following sections, the scope of the methbd, relationship of the method to the overall rodtilogy of human
reliability assessment as well as the support dbua steps of human performance analysis providethe method and the
conceptual framework the method development wasdias are outlined.

IV.A. Scope of the M ethod

The scope of the method is a very broad one, beciaus not restricted to a particular type of cargrized HSI. In
particular, the method is not subject to restritgian terms of staffing, the number of workpladég number and type of
display devices and (or) input devices (e.g. maugeuch screen).

IV.B. Relationship to the Overall M ethodology of Human Reliability Assessment

Human reliability assessment is a well-establisinethodology which includes the following phases stegps:
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* Preparation (Phase 1):
- Familiarization with the plant;
- Selection of tasks;
* Qualitative Assessment (Phase 2):
- Description of situational and personal charadiess
- Description of tasks;
- Analysis of tasks;
- Development of HRA event trees;
¢ Quantitative Assessment (Phase 3);
< Incorporation in the overall investigation, e.gorababilistic safety analysis (Phase 4).

The method presented in this paper was developexider to support the application of this overathodology to
tasks personnel have to carry out by using comjzerHSIs. Since the approach is completely in ivith the overall
methodology, the following sub-sections will be dised on the steps of task selection, descriptidraaalysis for which the
method provides systematical and detailed guiddfaethe remaining steps, the reader is referredvédlable literature (see
e.g. Ref. 18 which provides a concise and high&ctice-oriented introduction). As mentioned in theoduction, steps for
quantifying the reliability of task performance (asll as the integration with results of e.g. tdchhanalyses within PSA)
are beyond the scope of this paper.

IV.C. Selection of Tasksfor Analysis

In accordance with the overall methodology for hamaliability assessment, only selected tasks lvéllanalyzed. The
Selection is based on the following criteria: Aktasis to be selected for analysis, if

» technical investigations (e.g., from system ancheamalysis in a PSA) show, that the task is imgurto safety,

» according to personnel or other sources of infoimnasuch as empirical studies performance of tkk i difficult or
otherwise highly demanding and/or

» analysis of the task is required by rules and reggpns.

In Germany for example, tasks belonging to theofeihg categories have to be analyzed:

*  Full power,

» start-up and shutdown,

» refueling,

* malfunction of plant components,

* maintenance, and

» design basis accidents (see KTA, Section A 3.4, F®f

Guidance presented in this paper is of coursediirtiv those tasks or subtasks the performance ichvidsupported by
computerized interfaces.

IV.D. Task Description: Conceptual Framework and Guidance Provided by the M ethod

Tasks selected for analysis have to be describbd. description is an important step because thditgud the
subsequent analysis depends on how precisely skagalescribed: Obviously, task aspects are nikety/Ito be neglected
in the analysis, if they were not addressed irdéneription.

The description has to be realized in the form cfoecalled “model of task performance”. This modebws how
personnel normally carry out the task to be analyZdere may be systematic deviations from thesmof action required
by relevant procedures and (or) other rules ofplaat. For the purpose of illustration, consideg following example:
Personnel may prefer information which is readiqaitable on the interface and skip the time-consigmir otherwise
difficult navigation through many display pagesatomplex display network in order to get thosecgéeof information
which have to be used according to the proceduiehait relevant to the task selected for analy®igh shortcuts as well as
other deviations have to be taken into accountatmee they can cause safety significant errors andeveal design features
of the interface (such as tedious access to phatipieces of information) which should be improwedfar as possible.
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For each task to be analyzed, a model of humarmmpesaihce has to be developed. The method preseatedstipports
the development of human performance models bystematic catalogue of personnel’s activities artdrface-related
boundary conditions (or performance shaping factaldbreviated as PSFs) which are related to theseiti@s. This
catalogue covers the areas of primary and secondskg. The catalogue provides the user with a mehimvestigating the
task to be described with respect to important espshich are relevant to human performance andgtwhée might neglect
without systematic guidance. Tables in the appepddsent the catalogue. In the following, developinstructure, main
contents, and use of the catalogue will be destribe

The development of the catalogue was driven bygba of supporting task descriptions, which cleatigtinguish
between primary and secondary tasks and whichaaréar as possible, systematic, exhaustive, arfitisutly generic in
order to be applicable to interfaces with potehtiakry different designs (see scope of the meth@byviously, a clear
distinction facilitates the identification and ewation of the contribution of secondary tasks tonpry task performance
(e.g. rapidity and accuracy or, on the contrarguendelay or error-proneness of access to infoamatnd soft-controls).

Input to the development of the catalogue was plexviby relevant approaches which are well-docundeint@ublicly
available literature: O Hara and colleagues (Rgfpresented a model of the effects of the secontislys of interface
management on the primary, process-monitoring amtral tasks, Lee and colleagues (Ref. 16) desdrdre approach to
take some of these effects into account as a P&FHRA method (see Section IllI). These works algest to limitations
(see Section 111.B). Work reported in this papegréfore included a more detailed identificatioraofivities and conditions
of activity-performance by

» clarifying the precise interactions of primary a&tondary tasks in the context of monitoring anurotling a technical
process,

» performing a more detailed breakdown of activies activity-performance conditions than the awgloited above.

Figure 1 shows the interactions between the ovirsk, secondary and primary tasks and the pracebs monitored
and controlled are networked.

o Tasks ~a

Objectives Steps

:

Pl Interface Management Tasks
Secondary Tasks +—> Communication between Team Members
Usage of other Sources

; \

Primary Tasks

A

A

Technical Processes

Figure 1. Interplay between primary and secondaskg in the context of monitoring and control ahteical processes

The reader should note:

* Secondary tasks are split of into the three grafpaterface management tasks, task-related contations between
staff members and use other sources of informdii@npaper-based documents. “Communications” argk “of other
sources” are included in order to take into accdhet possibility that particular pieces of informat may only be
available in paper-based documents or that teambaemhave to communicate with colleagues in ordeoltain
information from the addressee of the communicagiod (or) to initiate actions by the addressedefdommunication.
Such communications can be necessary, if, on teédand, access to particular display pages, pefdesormation and
(or) controls is restricted to particular membefrshe team. On the other hand, task performance eagrganized by
the plant in such a way, that team-member A hatetegate particular steps of the task to team-meBpeven though
relevant information and controls are also avadatd A. Such an organization of task-performance foster the
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cooperation between team-members. It also provigesrtunities that B, getting involved in A's taskcovers errors
committed by A.

* It may be necessary to perform a whole chain obséary task activities in order to execute a paldicprimary task
activity. Figure 1 represents this possibility e tarrow which indicates that a secondary taskigicttan lead to
subsequent secondary task activities. Think of &g.request, that B shall open a valve and B’ssegpent interface
management activities in order to select the dispish required information and soft-controls fqueming the valve.

» Figure 1 also represents input from the box “priyrtask” to the box “secondary task”. This path banexemplified by
alerts which are automatically triggered by thehtecal process and which require additional infaioraabout the
process to be retrieved manually.

The breakdown of primary and secondary tasks irtcenspecific activities and conditions of activiigrformance was
realized as follows:

* Since there is no unigue or at least widely acakagonomy of primary and secondary tasks andeelabnditions of
task-performance is currently available, the breaku almost started from scratch making best-posside of
knowledge presented in available publications ésgeRef. 4, 16).

» The breakdown was driven by a couple of questitmagine an operator in front of a computerized rfaize which
presents information and soft controls, other imfation and control devices like conventional alammunciators and
keyboards, and other sources of information suchriaed documents and responses of the colleadines.operator
has been working on a particular task, the curcamtfiguration of information and controls on thenguuterized
interface mirrors the results of the latest primamg secondary tasks he performed during the a@recof this task. At a
given moment, the operator is required to starew task. It is to be expected that the operatortbaope with the
following challenges:

- Which information and (or) controls or informatido | need to perform the new task?

- Which information and (or) controls are alreadyikatde on my interface?

- Which sources do | have to use in order to getsscte the information and (or) controls which aot already
available on my interface?

- How do | have to interact with the already avaabbntrols on the interface in order to carry @aguired primary
or secondary tasks?

* Both physical and cognitive demands related to arymand secondary tasks were identified. For thepogse of
illustration, consider some of the activities thee@ator has to perform in order to cope with th&t fthallenge: He has to
e.g. recognize and distinguish pieces of infornmatiad controls for interface management tasks fitoose pieces of
information and controls which he needs in ordantimitor and control technical systems or proceddedas to check,
whether displayed information is correct and ifileeds this information for his new tasks. If he twasontrol e.g. steam
generator levels, he trivially has to check andgeize, whether these levels are already displayethe screens of his
interface. If not, he has to recognize the entriypof a menu which provides access to relevanldis, click on the
corresponding push-button etc. Recognition, disioé@tion, verification, and understanding of the mieg of
information are demands on human cognition. Thek@in a push-button requires physical actions aecpsychomotor
coordination of movements of the eyes, the hand@wiously, these demands are more or less clgatigndepending
on ergonomic factors of the design of informationd aontrol devices.

The systematic breakdown of primary and secondssigstinto more specific cognitive and physical\éitis and
PSFs was guided mainly by a theoretical framewookided by Hacker (Ref. 20). This author developetktailed and
empirically well-grounded, general model of taskfpenance in socio-technical systems. Since cogmifirocesses
require operator’s memory for retrieving, procegsiand storing of task-related information, demamisnemory were
identified by using work by Baddeley as state-ad-#it frame of reference (Ref. 21). Figure 2 viseasl the framework
underlying our work. In this illustration, boxespresent the task assigned to the operators, teefdane available to
them, the cognitive systems and the challengesatgrerhave to cope with, whereas arrows betweebdkes indicate
input/output relationships. The box “cognition” st®the network of interacting cognitive functioredevant to task
performance. The following explanations are limitedunctions not self-explanatory:

- Memory comprises working memory, with its functiof processing and storing task-related informataon
knowledge during task performance, and long terrmmorg providing knowledge from prior experience and
learning which may have to be retrieved during fasiormance.

- There can be differences between the goal set byppmmator and the task objective, e.g. due to ®rior
understanding. The overall goal of an operator molimally comprise a set of sub goals.
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- With respect to task objectives, there may be sdegrees of freedom (e.g. due to instructions irrcecgrures
which can be interpreted in different ways). Instheases, possible options have to be considerdtelyperators
requiring processes of planning decision making.

- Actuation with the interface may change processeasabes of systems which can lead to new tasks.

- Questions of the left box show that the cognisystems have to cope with primary and secondakg tasd the
interface has to provide proper support for botidkiof tasks.

* Additional insights into cognitive demands of huntask-performance were provided by literature ognitive task

analysis (see e.g. Ref. 22, 23).

Task
+  Objective, goal
* steps

Interface
0 process / systems

T~ 3

A

C s T el
Challenges D / oguition Perception, attention < Actuation of controh
*  Whatdo Ineed to perform the new I t
task?
What is already available on my Diagnosis of Planning, decision
interface? process / I — Memorg +—— making (if several
*  Howdo | get access to elements not system state options €xist)
already available on my interface? \ /
* Howdo | have to interact with the
already available controls? Setting of
action goal /

Figure 2. Theoretical framework

The detailed catalogue of activities and conditiohs.ctivity performance is presented in the appent comprises a
list of activities related to primary and secondtagks and a list of boundary conditions with resge HSI design. The
catalogue can be used in two ways:

e Task descriptions have to be based on informatbmutapersonnel’s ways and means of actual taslopednce. Such
information is obtained by observing and interviegvpersonnel during so-called talk- and walk-thitmign site or in a
simulator (see e.g. Ref. 2, pp. 4-5 for detailsualtalk- and walk-throughs). Observers and inteweies should use the
catalogue as guidance on the activities and peefoca conditions they should observe and addrasgeirviews.

» The aforementioned models of human performance wtgpresent personnel’s normal way of performing tésk in
guestion shall also draw on the catalogue, bedaysevides a standard terminology which supportdear description
of computer-based man-system interaction and teREFs.

Although the catalogue is very detailed and systemia is possible that some highly specific agpeaf interfaces and
human performance are not covered by its contdntsuch cases, the user should expand the catalogusuitable
descriptors of activities or conditions of taskfpemance.

IV.E. Task Analysis
In this paper, the term of task analysis is usesutisume the steps of identifying

e possible behaviors (i.e. action or inaction) ofsp@nel with inacceptable effects on system- andga®-safety
(“human errors”),

» factors which bear on the likelihood of these exyor

« dependences between errors,

e possibilities of error recovery.

Human errors comprise omissions (i.e. the failor@drform an action) and commissions (i.e. incdrpesformance of
an action). Undue delays of actions required byesys and process-safety will be classified as cosaions, because the
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action was carried out, but the timing of actionfpenance was incorrect. An inacceptable deviafimm the required
sequencing of two or more actions will also be ¢edras an error of commission.

Task analyses are based on the models which arenthroducts of the task-description process $gion |V.D).
These models represent the course, timing, and PSRse actions and activities personnel copinghvitie task will
normally perform in the areas of primary and seeoypdasks. The analysis has to be carried out doh éndividual task
which was selected for analysis according to titeréa listed in Section IV.C.

Since task analysis in general is a well-estabtishethodology, the following remarks will highlighhly those aspects
of task analysis for which specific guidance waasparred as part of the method presented in thisrpape

* The clear distinction of primary and secondary saallows the distinction of four classes of dependerors:

- An error in the area of primary tasks leads teasi one other error in this area.

- An error in the secondary-task domain entails aétlene error in the same domain.

- An error of secondary task performance degradepénmrmance of primary task, and, the counterpérthis
dependence

- performance degradations in the sector of secortdakg which are due to errors in executing a purtesk.

« The detailed cataloguing of actions, activities] éactors related to the design of the computerlz&dl (see Appendix)
supports a detailed analysis of errors, the fopesyof dependence between errors, error recovesitplities and error
causes in terms of design factors which are ndinewith needs or capabilities of personnel. Cdasithe following
examples for the purpose of illustration:

- Interfaces require the operator to distinguish rimfation and controls which support secondary tafs&m
information and controls for primary tasks. Theelikess of errors is expected to increase to thenéxhat the
interface design does not support the quick andecbiidentification of the task domain a particufaece of
information or control belongs to. For evaluatingptdd” or “bad” interface design and the correspogderror-
potentials, the method presented here stronglymmetends to use relevant ergonomic norms and recoahtions
as guidance.

- The monitoring of a particular process parametey berequired to be performed with a particularenebecause
this meter provides highly reliable information.tBbe menu could be designed in such a way, thatsts much
time and effort to “click” one’s way through the me (secondary task-actions) in order to get thisrmation.
Operators could therefore prefer to use less deljidiut easily accessible information.

- Errors to perform a manual input in time can beveced, if the operator is automatically alerteat this action is
required. A chance to recover erroneous inputsasiged by alerting the operator to grave consegegiand by the
requirement to acknowledge the action in questiime designer may also implement measures for ptiegen
possible errors or for reducing error-potentialg, automatic actions which override incorrect haraations or the
use of computerized procedures which “tell” therapar step by step which actions he has to execute.

The method presented here requires the user tp catra detailed analysis of the nature and caokpstential errors,
dependences, and recoveries. This level of detakcessary for two reasons:

» Computerized interfaces can be designed in vergréifit ways. Consequently, there may be many aitd different
possibilities of causing, preventing and (or) resmaivg human errors. Proper identification of thpséentials requires
correspondingly deep, detailed analyses. The aaialin the appendix shows which performances actirfa shaping
performance should be considered.

* Many errors may be recovered quickly, e.g. selgctirmrong path in a menu. The operator will quialdgognize and
recover his error, if the information and contrplesented on the screen are not those he wantédcedsh of these
errors costs a bit of time and the total amountiré lost due to these errors could create timesue and add to the
failure to complete the entire task correctly méi This potential for error must not be neglected.

Only safety significant errors will be consideredlie HRA tree (see e.g. Ref. 18). The method reguhe user

» to fully start with the safety significant errorsthe domain of the primary task,

» to attach to each of these errors a concise evatuat the support (or lack of support) which isyided by the interface
and which explains why the action affected by therevas omitted or performed erroneously,

e to attach, as in standard HRA, to each of thesgsthe PSFs which are not covered by the evalaticupport by the
interface (e.g. personnel’s qualification). FigBreepresents the resulting structure.
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4 Secondary tasks performed in )

order to carry out the action in the

primary task domain which is —>
likely to be omitted orincorrectly

\_ performed J

Omission or commission of the
safety-significant action in the

4 I primary-task domain
Other PSFs related to the omitted
or incorrectly performed actionin  [———»
the primary task domain

. S

Figure 3. Relationship between secondary tasky ®B&, and error in the area of primary tasks

The evaluation of the support by the interface meyuite different for the various actions whictolpg to one and the
same overall task because e.g. soft-control Asy &maccess and identify, whereas operators lawvevést much more time
and effort in order to reach and use soft-contra@rBthe interface. Therefore, the evaluation ofghpport by the interface
has to be broken down to the evaluations of thep@ugor each action which could be omitted or eemusly performed
with adverse effects on safety. This evaluationtbadress

» potential errors of the secondary task on which ghéety significant (primary task) error in questidepends (if
applicable),

e cognitive burden caused by performing the secontesl;

» stress caused by time pressure (if applicable).

The error in question may occur, even if the PSktae support by the interface are optimal oreast not likely to
cause errors. This is similar to the potential ofoes which might occur with a small, but non-zgvoobability in
conventional control rooms. Stress due to time quies can arise, if the small losses of time causegerforming and
recovering access to wrong information or soft-oolatamount to considerable delays.

Cognitive burden caused by performing secondakstasqualitatively assessed in terms of Rasmussdistinction of
skill-, rule- and knowledge based behavior (Re). 2deally, interfaces provide support of primaagk performance in such
a way that secondary tasks are very easy to exaogt@ersonnel can acquire a high level of routingsing the interfaces.
In other word, the “ideal” interfaces guide the ustep by step and without causing uncertaintie$ laesitation to the
information and soft-controls he needs for primiagk-performance. The worse or even worst caseéngif the interface
poses the problem of how to get the information eodtrols which are needed for tasks performantesuch cases, the
operator has to turn much or all of his attentiorag from the primary task, which can add to th& o§ safety-significant
errors and (or) delays of primary tasks. The methi@sented here captures this feature by the bitiatinction between
interfaces which require secondary tasks on thi siid rule-based level and interfaces which caly de managed by
recourse to knowledge-based behavior.

Although the analysis is a very detailed one withpect to actions, activities, and factors shaflieg performance, the
results of the analysis will in principle be qusteaightforward and easy-to process.

V. DISCUSSION AND CONCLUSION

This paper presents an approach which supportarthlysis of particular tasks pertaining to the rainig and control
of processes by means of computerized HSIs. Thhadetddresses the domain so-called “interface neamegt” or, more
generally, “secondary tasks”. The term “interfacanagement” applies to the task of interacting withinterface (e.g. using
menus and input devices such as e.g. touch screemsiler to have access to the information androbulevices (e.qg.
digital displays, soft controls) which are needfogthe primary tasks of process monitoring andtadrtasks. The more
general term of “secondary tasks” is broader thatefface management”, because it covers all atberces of relevant
information about plant, systems, and processegelisas the coordination of process monitoring aadtrol actions which
are performed by the different members of the dpertgam. Obviously, interface management and atbkeondary tasks
related to one and the same primary task can bedrferent depending on the particular designdesd of the interface
(number of screens per workplace, structures ofrtbeus, ways and means of presenting informatioscogens etc.).

10
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The development of such a method was necessargusemeither publicly available HRA methods nor lighled
classifications of interface management tasksy teffects on primary task performance, and relevafitiences of HSI
design characteristics provide sufficiently dethisipport of the systematic identification, deg@ip and in-depth analysis
of interface management and other secondary tasksheir effects on the correct performance of ariyntasks. Method
development drew on the available knowledge andvigedl additional guidance, which is focused on thveper
consideration of interface management tasks irotlegall process of Human Reliability Assessment Tésulting method
supports important steps of HRA:

» Selection of tasks for analysis;

» Collection of information about personnel's perfamee of the selected tasks during observations(andalk- and
walk-throughs;

» Description of task performance by personnel;

* Analysis of human performance by identifying natucauses, dependences, and recovery possibilifigstential
human errors which would have adverse effects oogss safety.

More precisely, support is provided by defining

» criteria for selecting tasks;

« for information collection and task descriptionsmatic and detailed catalogue of (1) human diets/related to the
performance of primary and secondary tasks ande@yres of interface design which affect the penfnce of these
tasks;

» a criterion for qualitatively assessing the positior negative effect of secondary task performastgrimary task
performance. This criterion summarizes the manwyiliet pieces of information about interface manageintasks and
factors related to the performance of these taska comprehensive way. It amounts to a distincoérinterface
management tasks which can be performed routinelthe level of skill and rule based behavior fromeiface
management tasks which require knowledge behawgoause personnel have to solve problems of findimd (or)
using information and control devices they needté&sk performance. Routine behavior is a barrieireg errors and
undue delays, whereas the solution of problemsechby the interface design is expected to incrédasdikeliness of
errors and inacceptable losses of time.

In an ongoing project this analysis method willdmveloped further to a full-fledged method for Hrealysis and the
guantitative evaluation of human-system interactimhich are supported by computerized interfaces.
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APPENDI X

In the following, “HSI elements” is used as a sumyrtarm for elements presented on surfaces of HSiksh as

information, icons, displays, soft controls andutfields.
List of Activities Related to Primary and Secondary Tasks

Cognitive Activities

Actions

Primary and Secondary Tasks

Primary Tasks

» Find out how to access or locate needed HSI elesnent

* Recognize presented HSI elements

» Distinguish presented HSI elements related to siagn
tasks and such related to primary tasks

» Determine the relevance of presented HSI elements

» Determine the correctness of presented HSI elements

* Memorize presented information for subsequent usage

» Recall memorized information when required

» Perform rule- or knowledge-based activities
(e.g., diagnosis of current process status, selecti
required procedures or development of action plan)

» Keep track of goals, activities (already finished,
ongoing, to be done), and links between activities
(e.g. to be able to continue correctly a sequehtasis
after interruption)

» Coordinate the performance of tasks which haveeto b
performed in parallel

List of Boundary Conditionswith Respect to HSI Design

Conditions of Cognitive Activities

Perform the required actions to influence technical
processes or system states

I nterface M anagement

Actions to get access to not presented HSI elements
(e.g. clicking on icons in menus or on a display)
Remove HSI elements not or no longer needed for
task from screen

Change the arrangement of presented HSI elements
in a task-oriented way

Change the format of presented HSI elements in a
task-oriented way

Save presented information for later usage

Communication

Request information / instruct
Answer / give feedback

Usage of other Sour ces

Actions to get access to other sources of inforonati
Consult the source of information

Conditions of Actions

Primary and Secondary Tasks

Primary and Secondary Tasks

. HSI elements are visible (e.g. not hidden)

. HSI elements are easy to recognize

. HSI elements for secondary tasks are easy to
distinguish form those for primary tasks

. HSI elements are easy to understand (meaning,
function or state)

. HSI elements are clearly arranged

. HSI elements are grouped in such a way that best-
possible support of workflow is provided

»  Salience of information corresponds to its imporean

. Information is directly usable for tasks (withohet
need for additional cognitive tasks, such as mental
calculations to convert it)

Automatic reminder if required input has not been
supplied within a specified time-window
Protection against unintentional erroneous inputs
Automatic preview which inputs are admissible
Automatic request for confirmation for inputs with
severe consequences

Automatic control for wrong or erroneous inputs
Enable as far as possible to correct erroneougsnpu
Consistency of inputs with user expectations
Feedback that input processing is in progress
Feedback about the results and consequences of
inputs

Secondary Tasks

Secondary Tasks

» Adequate guidance on accessing and locating HSI
elements needed for the task

» Adequate navigation concept (e.g. organization of
screens is logical)

13

Interface management activities are easy to perform
Number of actions necessary to access task-relevant
HSI elements is acceptable



