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The paper presents development of the fibibéc gas transmission network simulator ProGasMhich is aimed to
address security of supply problems including neétweliability, vulnerability and resilience aspectThe ProGasNet
methodology combines Monte Carlo simulation teammignd maximum flow algorithm from graph theorye RroGasNet
capabilities are demonstrated on a benchmark gasari of several EU countries.

[.INTRODUCTION

A number of energy supply disruptions due to ecdopolitical or technical reasons highlight theedeo study energy
infrastructure networks from the security of suppbint of view. After consequent gas supply disiaqd during 2004-2008
period and the major supply disruption in Janud@92due to the Russia-Ukraine dispute, the Euro@anmission (EC)
reacted by issuing Regulation 994/2010 (Ref. 1yecurity of gas supply, which requires the EU Menthiates to fulfil a
number of requirements, including risk assessnyaetyentive action plan and emergency action plastallation of cross
border reverse flow capabilities, and supply arichstructure standards based on the N-1 critefibese and other measures
proved to be important for the gas network resileem a number of subsequent smaller supply dignupt(e.g. Libyan war
in 2011, cold snap in early 2012).

In 2014 the EC released energy security strategghlighting strong EU dependence on imports ianplarticular on a
few importers thus requesting the Member Statetet@lop import diversification measures and emgivagiimportance of
liquefied natural gas (LNG) import terminals. Indétn, the EC Connecting Europe Facility co-funasny energy
infrastructure projects developed in particulaettance security of supply in gas and electri@ttars.

Gas transmission network is part of critical infrasture that has been recently addressed by \aiittiatives from
research institutions and governments worldwidee Elropean Commission has taken the initiativer¢mmize a network
consisting of research and technology organizatisitsin the European Union with interests and cdjgds in critical
infrastructure protectioh Interdependencies between critical infrastructunake the analysis complicated and challenging,
and the topic is attracted by a growing number esearchefs®. For energy infrastructures the most interesting
interdependence is between gas and electricityarésl

The JRC has started to develop an in-house softteateProGasNet for probabilistic modelling of gaansmission
network with the aim to address security of supgdyes including network reliability, vulnerabiliand other aspects.

The next section will briefly present the methodplaised in the ProGasNet computational engine hedapabilities
of the tool. The third section will present the ga$work topology and data, followed by securitysopply evaluation results
to be used for gas infrastructure network risk sssent. The fifth section will present bottlenedialgsis study case using
ProGasNet simulator. The sixth section will pressate results of vulnerability analysis and commorienportance
analysis. The concluding remarks are given in sactll.

1. PROGASNET METHODOLOGY

From the computational point of view, the analysfslarge infrastructure networks is very demandiAgdetailed
review? of the state of the art in the field of networkakility analysis presents computational complgxéxact algorithms,
analytic bounds and Monte Carlo (MC) methods. Théural gas network optimization stddghows an example of
combination of network optimal operation and phgbsilow computations. The Joint Research CentreCjJReport®
presents testing results of two approaches impl&sddor relatively simple benchmark network systemente-Carlo (MC)
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reliability simulation and fault tree analysis. Tiesults of test cases indicate potential of bogtthmds for network reliability
analysis and the need for further research. Thectpaper presents further development of the pi2aach and provides a
number of country wide or regional analysis exarsple

The ProGasNet uses a distance-based approachadteastic network flow model. Priority based gapmy pattern is
based on distances from the source node, so ntak to the gas source are served first. Thislgypgitern is typical in
gas transmission pipeline networks. In each MordadeCsimulation step, component (pipelines, congmesstations,
storages, LNG facilities) failures are sampled. Mher each network configuration consisting of ddiland operational
elements, maximum flow algorithm with multiple soes and multiple sinks is applied in order to eatarthe maximum of
transmitted flow from gas source nodes to sink sddas consumers). The algorithm considers pipe#pacity and other
constraints to avoid physically infeasible solusiplike different flow directions in parallel pijpeés or bi-directional flow in
the same pipeline (also called parasitic fwThe Dijkstra's algorithm for calculating distanmatrix among sources and
sinks is used. Then, a permutation matrix of thepgrisomorphism problem according to the distanmwe fthe gas source is
computed. In this way the original model is transfd to the distance-based approach by a dynamidegng of nodes and
lines of the network graph mod&l This graph isomorphism task is performed by lir@lgebra operation$ To finish the
simulation step, the computed flow matrix is tramsfed back into the original problem by an invemslimear algebra
operation.

Finally, Monte-Carlo simulations are used for estiimg the probability of having less than demandeldime of the
natural gas in each network node. The simulatiggmaarh can also be used for the bottleneck analysiserability (critical
component) or component importance analysis or-tlegendent storage analysis.

[11. GASNETWORK DATA AND TOPOLOGY

Figure 1 shows topology of the test case gas trmsson network. It is based on a real regional wekwopology and
data, however location is not displayed. The trassion network topology is rep-resented by a gnajth nodes and links
(edges). The nodes are normally the following eleie

- Demand nodes (consumers connected to the trasismisetwork;

- Compressor stations;

- Supply nodes (storages, LNG terminals, imporhfgoat cross-borders).
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Fig. 1. Topological layout of the study network.idkmess of the edges is proportional to the pigetiapacity.
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The node data entered in the model depend on e type. The demand nodes require only daily demahd: (Table
). This value is normally peak demand value, bwould be also average winter or summer consumpi@due depending
on the purpose of the model.

TABLE I. Network demand nodes, in millions of culieters per day (mecm/d).

Node Demand Node Demand
4 0.1 34 0.5
5 3.2 35 0.1
6 0.1 36 4.2
7 0.3 37 1.3
9 0.1 39 0.3
10 1 41 0.6
13 0.5 42 0.6
17 0.1 43 0.2
18 8.5 44 0.7
20 0.6 45 1.3
25 0.5 47 0.5
26 0.8 48 1.8
27 3 49 0.2
28 6 51 7
30 0.5 52 0.6
33 0.5 53 0.1

Table Il shows maximum capacities and type (pigelldGS or LNG) of input supply nodes. In case aenground gas
storages (UGS), also the output values of not follded storages can be used.

Table Il. Maximum supply capacity.

Node Type Capacity, mcm/day
2 Pipeline 31
11 Pipeline 7
19 UGS 30
4 Pipeline 4
10 LNG 10.2

The total maximum supply capacity is 82.2 mcm/de Tdtal network peak demand is 45.8 mcm/d, theegtoe network
has certain degree of spare capacity to compesspf#y disruptions. All pipeline sections includitigpir estimated capacity
and lengths are available in the model, but notwshdue to space limitations. For each network camepg failure data
must be provided. The following components (no@es)considered for failures with correspondingufalfrequencies:

- Compressor station (CS) failure: 2.5E-01/yr;

- Underground storage failure: 1.0E-01/yr

- LNG terminal failure: 1.5E-01/yr

- Pipeline failure: 3.5E-05 /km/yr.

The model considers one month interval for comjtat It is assumed that the same peak consumitithe network
is constant during this one month period.

The CS failure rate was computed using a typicadehof a CS station and industrial reliability dathe UGS failure
estimate is an expert estimate. The LNG failurénese is based on literature refererffiéeShe pipeline failure rate was
taken from pipeline incident datab&sand assuming that rupture occurs 10 less frequastincident.

The compressor station node is modelled as workinfailed (on/off), for each state determining ttwresponding
capacity of the outgoing pipelines. The capacitguion due to compressor station failure is nolynaktimated by
hydraulic model computations or expert evaluatids.a consequence due to a CS failure, capacityctieduby 20% of the
inlet pipelines and also the outlet pipelines uthtéd next connection node is assumed. This assomigtibased on physical
flow models, however is not accurate in all casesaso multiple CS failures will have more seveffects on the network
operation. Currently physical model is being depelbin order to estimate the effect of the CS fadunore precisely.
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IV.SECURITY OF SUPPLY EVALUATION

The pipeline import sources are not considereditalfie to lack of upstream network model, howeker are modelled
as on/off elements by scenario analysis. The fatigunain 4 supply scenarios were analysed:

- Scenario A: All currently available sources. Scemak represents basic scenario when all sourcesbeansed for
supply.

- Scenario B: All curently available sources, exdgptle 10. Scenario B runs the model with Node 10G)LNnavailable.
This scenario provides an indication of the impoet of the terminal for security of supply to tlegion. Such scenario
can happen due to technical failure of the facitonnecting pipelines ir failure to deliver LN§g sea.

- Scenario C: All curently available sources, exdépte 2 supply. Scenario C models situation whemplsufpom Node 2
is unavailable. This scenario can test the systbenwhe largest supply source is unavailable.

Scenario D: All curently available sources, exddpte 19. Scenario D assumes that Node 19 (UGS)asailable due
to technical problems, failures or inability td fil up during summer period. This scenario is usedemonstrate importance
of the storage to the whole network.

The results also display scenarios E/F/G/H whichivedent to scenarios A/B/C/D respectively, buthwiflode 11
unavailable. This can be used to test importantbeofource node 11.

The probabilistic model is run for 1 million timasd collects statistical estimates of various paters in the network.
The same results can be presented in different :vag8stical tables, probability tables or cumisatdistribution function
(CDF) plot. All three types of results are deriviedm the same sample and represent the same reButtdighlights
different points of view of the results. The proltiabic and statistical results are computed fquesiod of one month. For
this time period, peak demand is considered totdiges and represent a critical period of severdexirThis assumption is
considered to be conservative. Regarding the coergdiailures, no repairs are considered. All fatuiare considered to
occur during a period of one month, although theydt occur at the same moment. This is again aggeative assumption,
but as our focus is security of supply, conseneatissumptions are widely accepted in the probabistudies.

Table Il presents probabilistic results for theokhnetwork demand and all scenarios. The netwskell supplied in
scenarios A/B/E and F, however scenarios D/H arsth@v obvious vulnerabilities in the network. Theulés indicate that
supply in the region is not homogenous, but frageetimto two areas. The first area is strongly dejgat on Node 2 supply
source and the second — on Node 19 source. Thisrysevident because scenario C affects only oea and scenario D
affects only the other area. These results areexddent when analysing not the total network sypiplit area supply under
given scenario. The probabilistic results are addé for each scenario, but in the post-procespimase the CDFs are
compared by Kolmogorov-Smirnov test and those dnatstatistically similar are displayed togetheeaming that there are
no statistically significant differences among theng. scenarios A/B/E/F in Fig. 2. All scenariopgly at least 50% of the
demanded gas by the network with acceptable sgafrgupply: probability of having less than 50%n&feded gas is in the
range of 8E-03 — 2E-06 per month.
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Fig. 2. CDF plots for the total network demand 5f&dmcm/d (left) and one part of the network (dechd mcm/d).
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TABLE lll. Probabilistic results for the whole netwk supply for all scenarios (D=45.8 mcm/d). D +nded volume,
Mean — average available gas volume.

Scenario D-Mean P(X=0) P(X<0.2D)| P(X<0.5D P(X<0)8D0 P(X<D)
DH 12.9 0 1.0E-06 2.4E-04 1 1

C 6.5 0 1.1E-04 8.3E-03 2.2E-02 1

G 0.3 0 0 8.3E-03 2.1E-02 2.7E-02
ABEF 0.1 0 0 2.0E-06 8.5E-03 1.2E-02

The same results can be explored graphically by gt (Fig. 2). The plot shows that scenarios 3nd C cannot supply
all the needed gas and indicates the availablemanxi volume of gas. The scenarios A, B, E, F andas supply all the
needed gas, but with different reliability leveich results are available for each network nodgpecified area (e.g. one
country), but due to space limitations only two Cfléts are shown.

V.BOTTLENECK ANALYSISSTUDY CASE

As ProGasNet algorithm computes flows in each ngktviok, bottleneck analysis is a quite straightward task. A
criteria for a potential bottleneck is pipeline dreapacity factor (PFCF) — percentage ratio of difference between
maximum capacity and average flow in the pipeliegnsent to its maximum capacity (Eq. 1). The ProGasibs adjusted
to make these calculations for each scenario byeggging parallel pipelines.

MaximumCapacity— Averagerlow
MaximumCapacity

PFCF = x100% (1)

As a result, no bottlenecks were identified in Huenarios A, B, E and F, as all pipelines had ratligh PFCF.
However, in scenarios C, D, G and H a humber aldrotcks were identified. The results were filtened to display source
nodes and small pipelines to end users which aretmes flagged as potential bottlenecks althobgly &ire not connecting
any other network node. Below, an iterative botidnidentification process will be described foersario D:

- Step 1: Pipeline 17->34 (capacity 6.5 mcm/d) haSPR#0%. Capacity is increased from 6.5 to 15 mcm/d,;

- Step 2: Pipeline 34->18 (capacity 12.1 mcm/d) He6=0.6%. Capacity is increased from 12.1 to 15 fdgm

- Step 3: Pipeline 17->34 (capacity 15 mcm/d) hasHHC7%. Capacity is increased from 15 to 18 mcm/d;

- Step 4: Pipeline 34->18 (capacity 15 mcm/d) hasiRAC3%. Capacity is increased from 15 to 18 mcm/d;

- Step5: Pipeline 10->9->8 (capacity 2.8 mcm/d) ha€P=1.2%. Capacity is increased from 2.8 to 5 m¢m/d

- Step 6: Pipeline 10->9->8 (capacity 5 mcm/d) ha€P¥L.4%. Capacity is increased from 5 to 8 mem/d;

- Step 7: The calculations used values the previtags 8lo more potential bottlenecks were identified.

As clear from the above steps, some pipelines asebottlenecks several times after virtual inseeaf other pipelines
capacity. Steps 5 and 6 indicate that selecticanroéw virtual capacity is a problem and might regjgeveral trials. Figure 3
shows the effect of Steps 1-2-4-7 to the whole netvand the same network area as in Fig.2. The avhetwork benefits
from all the process steps 1-7, however for thectetl network area there is no statistically sigaift difference among the
steps 2-7: the supply situation cannot be longgraved in that part of the network. Similarly, thesults can be analysed
for all the demand nodes and areas.

The bottleneck analysis iterative process for sger@runs as follows:

- Step 1: Pipeline 34->17 (capacity 6.2 mcm/d) haSR#.9%. Capacity is increased from 6.2 to 12 m¢m/d

- Step 2: Pipeline 18->34 (capacity 12.1 mcm/d) He6=1.3%. Capacity is increased from 12.1 to 15 fdgm

- Step 3: Pipeline 34->17 (capacity 12 mcm/d) hasPHE%. Capacity is increased from 12 to 15 mcm/d;

- Step 4: The calculations used values the previteys Blo more potential bottlenecks were identified.

Interestingly, bottleneck analysis for scenariosaf@ D identifies the pipelines 18-34-17 as majordbiectional
bottlenecks in the network. This finding confirnhe tconclusion that the network is not homogenodssaipply nodes 2 and
19 supply two different parts of the network wittbattleneck connection between them. Note that undemal operation
condition of the network, no bottlenecks were iifeatt and they appear only when major supply natesunavailable.

Scenarios G and H identify almost identical conioast as bottlenecks, connection 18-34-17 beingnbst significant.
This suggests that planned new connection in Nddmight not be fully utilised by the network consens due to existing
bottlenecks in the system.

The other identified congested segments are lintitedhe source supply capacity which is outsidedbetrol of the
system operator and require either expensive supfbstructure development solutions or internaicagreements.
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Fig.3. CDF plots showing effect of the bottlenetéps 1-2-4-7 for the total network demand of 45@nitd (left) and
one part of the network (demand 12 mcm/d).
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VI.VULNERABILITY AND COMPONENT IMPORTANCE ANALYSIS

Vulnerability analysis can be considered in a numtfeperspective’S. The Monte Carlo model used for reliability
analysis can be successfully employed for vulnétakanalysis, however certain analysis patternange. From global
vulnerability analysis perspective, the model canrbn not with randomly failing network componerttsit by enforcing
failures of the components or increasing consumptiemand in deterministic manner. The results chsan analysis are
outside the scope of this paper, but such a stadybe performed with little programming effortstbé existing ProGasNet
code. From critical component analysis perspecthwe Jargest negative consequences are determivdt €ailures of each
component or their groups. Having already performedicbility analysis and as a bunch of simulatiansl their results are
available, a ProGasNet software module has beeel@®d to extract the most critical componentseims of the largest
negative consequences.
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Fig. 4. Vulnerability analysis: Index of Monte-Caudimulation step versus the sorted total availghesupply of 80
000 simulations (out of 2000000).

Firstly, the sum of supply from all Monte-Carlo silations is sorted over all nodes by the ascendmdgr. Results of
the first 80 000 values are presented in Figur&éhkse results include both the theoretical minimaupply and also the
maximum theoretical supply, so it is not necessamnalyse a larger set of simulations.
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It is possible to zoom into each step of Figurend axtract which component failure has caused dt &hat are the
consequences (how much gas is available in theonkfwTlhe analyst can be especially interestedmg lhorizontal lines of
the plot in Figure 4, as these cases are moreylikeln those with short horizontal lines. Howearthe end a trade-off
between likelihood and severity of consequencesldhze considered.

Table IV shows as an example detailed results dfierability analysis for selected supply levels frcountry
network’. For the each supply level, the total available gapply, failure sequence, and its likelihood esped by the
frequency are presented. According to Table 1V, dhpply level 4 implies a reduction of the avaigabupply to 17.7 min
m°/d. Detailed analyses of Monte-Carlo results shotted this supply level is caused by a single piefailure between
nodes 2 and 3. The vulnerability analysis showetl the analyzed network includes a variety of failcombinations, which
can significantly reduce the total supply. The wafie tool ProGasNet is able to analyze all thesexa

However, in this section of the paper only brieindastration is given to show the potential of th@GasNet
vulnerability module.

TABLE IV. Detailed results of vulnerability analgsfor selected supply levels.

Total available gas . Estimated frequency of failure
Supply level Failure sequence
supply, min n¥d sequence
1 2 Pipelines:(2,3), (8,9) Nodes:17 5.00E-06
2 2.7 Pipelines:(2,3) Nodes:10, 17 2.00E-06
3 5.2 Pipelines:(2,3) Nodes:17 (99.1% of cases) 2234
Pipelines:(3,4),(3,5) Nodes:17 (0.9% casegs)
4 17.7 Pipelines:(2,3) Nodes: - 1.02E-02

The ProGasNet simulator also includes another neoiuidentify important components in the netw@rhe approach
is based on computing Risk Achievement (RA) valdg. (2) for all network components and disruptiorrerios A-H as
described in Section IV.

RA = R(x=1) - R(base) (2)

Results of 1 million of Monte-Carlo simulations éipd to the network as described in Section lllacke shows that
components of the network back-bone can be growpethe three different importance groups. For examgisruption
scenarios from the most important first group let$atal loss of supply consequences on the grisdnlevel with risk
achievement value ~0.99. Fortunately, majority afufe consequences of the largest gas source (Rpdan be reliably
compensated by the LNG terminal (Node 10). Althotighgas network uses redundant gas sources, saaduksults clearly
show that the gas network is very sensitive tougisons leading to disconnection (or a failure)tlod second largest gas
source storage (Node 19).

VII. CONCLUSIONS AND DISCUSSION

The paper describes the methodology approach ameé sesults obtained by the probabilistic gas ndtveimulator
ProGasNet software tool. The ProGasNet has bediedfdp gas transmission networks of several EUntides, however
geographical information cannot be disclosed. Mexitypes of analysis have been performed: reltgbiliulnerability,
security of supply and various types of resultsehbeen reported: supply reliability estimates, ggcwf supply under
different disruption scenarios.

The ProGasNet model provides an indication of tloestvnetworks nodes in terms of security of sugiy provides
their numerical ranking. It is recommended to Use tesults of the model in a qualitative (compaegtiway rather than
interpret numerical values directly. The model &wpowerful to compare and evaluate different sumptions, new
network development plans and analyse potentisilscsituations.

The model has a number of advantages and limitativat must be considered by interpreting the te&slihe model at
this stage cannot model adequately consequencislwks of compressor stations. Currently, it $swamed that pipeline
capacity is reduced by 20% in the nearest conmestibowever this assumption needs to be validayeghlysical flow
computations. Failures of two nearby compressdiostmwould have severe effect on the network ciggduut this event is
not considered in the current version of the prdlstic model. Further work is needed to overcomese limitations.

The results indicate that supply in the analyzedvaek (Section Ill) is not homogenous, but fragneshinto two areas.
The first area is strongly dependent on Node 2 Isugiurce and the second — on Node 19 source.iF hiery evident
because ‘Node 2 unavailable’ scenario C affectg onk area and ‘Node 19 unavailable’ scenario Bcadfonly the other
area.
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The bottleneck analysis was performed in interacsiteps and the major bottleneck was identified/éen two regions
in the network. The bottleneck detection methodyplfigst virtually eliminates the most significanbttleneck and then
reruns the model. The next step identifies mordldmcks although they were not detected in thst fitep. This process
finally provide very evident result: connection 3Z-18 is a bidirectional bottleneck in the netwaitken either source is lost
in one or another side of the network. The otheniified congested segments are limited by thecgoaupply capacity
which is normally outside the control of the systeperator and requires either expensive supplastfucture development
solutions or international agreements.

The ProGasNet approach was used also to perfornesability analysis and component importance ragkirhese are
rather recent developments of the simulator andlaogn only with the purpose to demonstrate caipiailof the tool.

Despite the limitations of the simulator, essehtiehused by lack of pressure parameter in the ctatipnal engine, the
results of the networks studied by ProGasNet peovédilistic findings that are recognized by theesysoperators.
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